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e Typical VolP Network Architecture
e Anatomy of VolP Attacks

e« Demo of a few VolP Attacks

e Countermeasures
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\gire VolP Security

Introduction

« Historically trends and advances in IT outpace security
requirements. e.g. 802.11 Wireless. VolIP is the same.

e Tools are becoming more readily available.

e Many of the threats against VolP are the same threats
inherited from the data networking world.

e.g. eavesdropping, mitm, replay etc.
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VolP Security

Key Threats

e Denial of Service
- attacks against availability
e Eavesdropping
- unauthorised interception of voice packets

e Impersonation

- masquerading as a handset or a piece of VolP infrastructure
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VolP Security

Disclaimer

implementation of VolP.

techniques demonstrated!
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The techniques demonstrated are not vendor specific.

Our attacks are against an “out of the box” or “default”

We are not responsible for what you do with the tools and
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VolP Security

Typical Cisco VolP Implementation

IP Phone #2
x 2000

Cisco Call Manager

IP Phone #3 v4.X
x 3000
Data Voice
VLAN 2 | VLAN 6 )‘? Senseo
~\VSecurity-
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\&=" VoIP Security

Anatomy of Attack - Impersonation

e Step 1: Determine MAC address of handset
e Step 2: Change MAC address on PC

o Step 3: Use Softphone to make a call as that extension
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\&=" VoIP Security

Anatomy of Attack - Eavesdropping

o Step 1: Gather initial information
o Step 2: Get access to voice VLAN
e Step 3: Locate phone targets

e Step 4: Execute ARP poisoning attack and record voice call
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VolP Security

Information Gathering

e (isco phone information disclosure

e |P addresses: DHCP, Call Manager, TFTP, DNS Servers
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VolP Security

e Plug into the PC port and sniff!

File Edit Wiew Go Capture Analyze Skatistics  Help
¥ W e pEx %28 RBe«»oF /[|EEB QRQAD @®HE X @

Eilter:| | * Expression... Clear Apply

Mo, - Time Source Destination Protocol | Info ]
10 0 C ] & ] SPAGQR/ 1 CD ) ce ID: SEPDOLYEQ 1E Port ID: Port 2 E
2 0.076595 Cisco_64:97:1e CORAVTRADTRAPAQRAL LLC U, func=UI; SwWap, OUI Ox00000C (Ciscol, PID OxO128
3 0,535593 Cisco_e6:dl:cd PWST+ STR Conf. Root = 3276EB 00:09:b7:e6:dl:c0 Cost = 0 Port = 0xB01la
4 0.537675 Cisco_eé:dl:cd spanning-tree-(for STP conf. Root = 32768/00:00:b7:e6:dl:c0 Cost = 0 Port = DxBOla
5 0.589257 cisco_e6:dl:cd P¥ST+ STR conf. Roort = 32768/00:09:b7:86:dl:cl Cost = 0 ‘Port. = 0xX80la
6 0.701857 Cisco_ed:dl:cd PWST+ STR Conf. Root = 32768B/00:09:b7:e6:dl:c2 Cost = 0 Port = OxB01la
7 0.772699 Cisco_e6:dl:cd PWST+ STFP Conf. Root = 32768 00:09:b7:e6:dl:c3 Cost = 0 Port = OxB0la
8 0.877519 cCisco_eb:dl:cd PWST+ STR conf. Root = 32768/00:09:b7:e6:dl:icd Cost = 0 Port = 0xX80la
G 0.932%64 Cisco_ef:dl:cd FWST+ STR Conf. Root = 3276B/00:09:b7:86:dl:ch Cost = 0 Port = 0xX801la &

|

TTL: 180 seconds
Checksum: 0x5950
Levice ID: SEPOOLTEOS4971E
Addresses
Port ID: Port 2
Capabilities
software version
Flatform: Cisco IP Phone 7941
® Type: Unknown (0x001%), length: 12
 VOIP WLAN Query: 512
= Mative wLAN: 2
Type: Matiwve vLAN (0x000a)
Length: &
Matiwve wLAMW: 2
® Duplex: Full
= ¥OIP viaM Reply: &
Type: VOIP WVLAM Reply (0x0002)

HEEHEHE®

H

Length: 7
v
0060 2d 30 53 00 06 00 17 43 60 73 63 6F 20 40 50 20 -Q0s....C 150 1P i
0070 50 68 &F e 65 20 37 30 34 3L 00 10 00 Oc 57 le phone 75 41...... ‘/
0080 00 00 00 00 18 5c 00 OF 00 08 20 02 00 O1 G0 03 oen..... S :
0000 00 06 00 02 00 Ob 00 05 QL 00 Oe 00 07 OL (IEEIE  ..ovvvvr woenns B =

Senseq
| [P+ 55 0% 55 M: 0 Drops: 0 E /\(SGCU rltY"
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e VolIP Security
= A

Get on the Voice Network

Use the info we have gathered to get on the Voice VLAN.

Configure the network adapter to tag all ethernet frames
with the voice VLAN.

Voila! We are on the voice VLAN.

Now we can attack any system on the voice network.
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VolP Security

MITM Attack - ARP Theory

IP Phone #1 | aml!
IP: 10.6.0.10 el
MAC: A IP Phone #2
IP: 10.6.0.20
MAC: B
..... |I||||I||F
o ARP Table
Who is 10.6.0.207 106.0.20=MACB
IP Phone #3
IP: 10.6.0.30
MAC: C
) U
27 Sensed
“Vsefity-
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VolP Security

MITM Attack - ARP Poisoning Theory

ARP Table
10.6.0.30 =MAC D

Attackers PC
IP: 10.6.0.40
MAC: D IP Phone #2
IP: 10.6.0.20
MAC: B

21 CATALYST 3550

ke

|y Py |y :
r el E

DUPLEX
sssss

VolP
i ARP Table

10.6.0.20 = MAC D

IP Phone #3

IP: 10.6.0.30 \

MAC: C A Senseo
“Vsehifity-
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VolIP Security
=

MITM Attack - Execution

o Start Cain & Abel and configure ARP poisoning.
e Cain & Abel also has the capability to record a call.

e Sit back and wait!
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VoIP Security

Game Over!
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VolIP Security

Some Attack Possibilities..

e Telephone banking / Voicemail PIN disclosure
 Insertion of audio into conversation
e Real-time voicemail capture
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VolP Security

Compromising the PIN

e Telephone banking requires a user to enter a customer
number and PIN using the touchpad.

e Each number pressed sends a unique tone which is
interpreted by the end system.

W
° SR

Security that enables business
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VolP Security

File

&

Filter:

Edit Yiew Go Capture Analyze  Statistics  Help
w o 2@ x %3/ R ««s»»7 2 EE aaabD ¥®H X

I ¥ Expression.,., Clear Apply

Time Source Destination Protocol | Info

Data Length: 388

Reserved: 0x00000000

Message ID: CallInfoMessage (OxOO000008F)
Calling Party Mame:
Calling Par‘ty:

Called Party Mame:

CalledParty:

Line Instance: 1

Call rdentifier: 1166

Call Type: outBoundZall (22
original Called Party Mame:
original called Party: 8500
LasthRedirectingPartydame:
Lastredirectingrarty:
originalcdpnRedirectReason: 0
Lastredirectingreason: O
Cgpnvoicemailhox: 4443
cdprvoicemaiThox: N
originalcdpnvodicemailbox: N
LastredirectingvoicemadiThox:
Callinstance: 1
Callsecuritystatus: CallsecurityStatusMotauthenticated (1)
partyPIRestrictiongits

i A

0040
0050
0060
0070
o]efz]e]
\wlel=le]
00an
]o]ale]

(¥ P N [ YL T LY

4

3

|2 [

= =

Ekjnny Client Control Protocal {skinmy), 396 bytes |P: 6950 0; 6950 M; 0
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VolP Security

e But which buttons were pressed?

Wireshark

File Edit W“iew Go Capture Analyze  Stakistics  Help

= BB x %8R« o7 e|EEB aaaf @B H X

Eilter:l ~ Expression... Clear Apply

Mo, - Tirne Source Destination Pratocol  Info A
744 11.433418 RTF Fayload Twp TU-T 5. 711 PCMU, SSRC=8088593582, Seq=320

.711 PCMU, 5SRC=1204256856, seq=17

| £

@ Frame 745 (78 bytes on wire, 78 bytes captured)

@ Ethernet II, Src: Cisco_lc:9a:9l (00:17:e0:1c:9a:9l), Dst: Foxconn_29:d2:d3 (00:15:58:29:d2:d3)

@ Internet Protocol, Src: (i IS (i

® Transmission Control Protocol, Src Port: 49935 (49935), DsT Port: 2000 (20000, seq: 184, ack: 2378, Len: 24
= Skinny Client Control Protocol

Data Length: 16

Reserved: 0x00000000

Message ID: KeypadButtonMessage (O0x00000003)
KeypadButton: Four (0x00000004)

0000 00 15 58 29 d2 d5 00 17 20 1c 9a 91 OF 00 45 68 T e Eh
0010 00 40 8b 0e 00 00 20 06 fa f2 0a 05 00 3¢ Oa 05 e N I s <o
0020 00 0a <3 Of 07 do 4c aa 7O f1 d7 31 d0 OF 5018  ...... [N e Rt

0030 20 00 a5 ab 00 00 10 00 00 00 00 00 00 00 03 00 .....eh eevvnnnn
0040 00 00 04 00 00 00 01 00 00 00 8e 04 00 0O

)\/
Ve
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Cisco Switch:

Enable DHCP Snooping

Enable Dynamic ARP Inspection
Enable IP Sourceguard

Enable Port Security
Implement VLAN ACLs
Implement 802.1x

20 © Sense of Security 2007 www.senseofsecurity.com
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i VolIP Security

Countermeasures (cont.d)

Cisco Call Manager: (Not without some side effects!)
e Disable Settings button on phone

Disable Span to PC port

Disable Gratuitous ARP

Disable PC Voice VLAN Access

Configure Signaling & Media Encryption!
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VolP Security

How Real is the Threat in Australia?

e One Australian organisation suffers a major telephone hack
each and every day.

e AusCERT Computer Crime and Security Survey 2006 shows
average value of loss of over $60,000.

e The largest phone hack on record is $1.7M.
e 97% not reported due to risk of adverse publicity.

e Threat to phone service - how would your business cope
without phones for an entire day?

e Telstra, Optus and Macquarie Telecom have written to
clients warning of the dangers and confirming the customer

is liable. -
“Veensst,
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. VolP Security

Conclusion

e Most current implementations of VolP are insecure.
e VoIP can be secured with the right know how.

« The only way to know if your implementation is secure is
to have it audited by independent experts.
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VolIP Security
=

Contact:

24 © Sense of Security 2007

Questions?

Jason Edelstein
T: +61 2 9290 4441

E: jasone@senseofsecurity.com.au
www.senseofsecurity.com.au
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