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1 Overview

Society’s reliance on information technology has been increasing over time. The
market is demanding instant access to data and the ability to interact. As supply must
meet demand, organisations that wish to participate with market dynamics have seen
rapid changes to the profile of their networks and applications (systems). Cloud
computing and mobility solutions are quickly becoming a fundamental part of
information technology. Traditional networks have also been evolving to
accommodate changes across a broad spectrum; from wireless networks to Voice
over IP (VolP) telephony, and integrations to payment gateways to settle financial
transactions. The perimeter of the network is no longer defined. The internal network
is not secure. What was once an internal application, and thought to be secured from
harm by perimeter security controls, may now be exposed to the internet and
accessible online. The mobility and cloud computing revolution will only exacerbate
the rate at which internal systems become publicly accessible.

Along with great benefits associated with developments in technology, risks follow
because complex environments are never immune to security flaws. As the internet
population and the availability of online content grow at an exponential rate, there is
also an increasingly large pool of (miscreant) talent looking for opportunities to
identify vulnerabilities to exploit.

Accordingly, organisations are faced with the task of ensuring that their information
security management capability is robust, comprehensive and able to meet the
ongoing demands of compliance and regulation. And to do this, organisations need
to adopt a risk and data centric approach to security rather than looking at systems in
isolation. In particular, it should be clear what is being protected, and the business
implication of a security breach. Many organisations struggle, or fail, to identify what
there sensitive data is, where it is and who has access to it. This in turn can lead to
ill-informed investment in security controls and assessment activities of which,
penetration testing plays a vital role.

2 Penetration Testing - What is it?

Penetration Testing includes a series of activities (see Methodology in Section 9.1)
with the objective of determining the current technical security posture.

The effectiveness of protective controls is evaluated, which can in turn be used to
deduce the effectiveness of detective and responsive controls. Furthermore, this
testing can identify opportunities for improvement in information security governance.

For example, the findings may identify areas in application development where
security was lacking or possibly where inadequate diligence in change management
has resulted in insecure settings being enabled on systems which may have resulted
in, or contributed to, a compromise.

www.senseofsecurity.com.au Penetration Testing - A Guide To Achieving Better Outcomes 1
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3 Whydoit?
"Foolproof systems don't take into account the ingenuity of fools." — Gene Brown.

Clearly the quote is very apt. Systems in general are recognised to comprise a
combination of People, Process and Technology. Failings in any of these can lead to
weaker systems with the possibility that the weakness may be exploited. Since
systems are complex, technology is buggy and people are fallible, there is ample
evidence that insecure deployments abound. Public facing systems are subject to the
scrutiny of an almost unlimited pool of evaluators, many with a lot of time on their
hands, and some with dubious motives, stealth, persistence and financial resources.
Cyber attacks are in the realm of nation states, which poses a significant threat
considering the resources that governments can muster. Internal systems may be
manipulated by trusted employees or subject to abuse of disgruntled staff, or possibly
even be compromised through malicious software inadvertently introduced into the
environment through poor controls. Compromised internal computers are likely to be
remote controlled and the point through which sensitive data is exfiltrated to attackers
on the outside. The internal network is not secure. There is no perimeter. This is the
issue of cyber security.

Over the years, the sophistication of attacks has increased. And as systems are
increasingly interconnected, the exposure to the threat has increased accordingly.
Attackers are using advanced persistent methods with a bevy of tools, not only
automated and technical, but they are also targeting the element of human weakness
through conniving tricks to gain the confidence of a victim and to socially engineer
their way to success.

However, while sophistication of attacks in general is increasing, sophistication and
funding are not requirements to cause cyber damage. Botnets can be hired to deliver
distributed damage, exploit code is freely available and there are many soft targets.

Unfortunately, organisations are not able to rely on their technology vendors in
isolation to deliver them security. Approximately 44 percent of the vulnerabilities that
were disclosed during 2010, and 37 percent disclosed in 2011, currently have no
vendor supplied patch [1,2].

Organisations, government and commercial alike, have a duty of care to protect
sensitive information. These organisations would also have to deal with the
reputational damage that follows a cyber attack or data breach. But organisations
need not leave themselves in an exposed position. According to one law
enforcement body, “Some 90 percent of data breaches could have been avoided if
organisations conducted penetration tests” [3].

Certainly all these items, notwithstanding any one of them in isolation, warrants the
security capabilities of systems to be tested, in a controlled manner, under contract,

! IBM X-Force® 2010 Trend and Risk Report, March 2011

2 IBM X-Force® 2011 Mid-year Trend and Risk Report, September 2011

® http://www.crn.com.au/News/278512,police-pen-tests-could-thwart-90-percent-of-
breaches.aspx?eid=4&edate=20111101&utm source=20111101&utm _medium=newsletter&utm campaign=daily newsletter
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and by suitably qualified and independent personnel/companies.

4 Effectiveness of Outcomes

In order to achieve the best outcome one has to understand the four dependencies:
Limitations, Constraints, Deliverables and Capability.

Penetration Testing is conducted as a point-in-time exercise. Accordingly, the results
will only reflect the status of the system at the point it was evaluated. Therefore, the
testing of dynamic systems needs to be carefully considered and planned.

Penetration Testing is in the category of negative testing, because it only proves the
presence of a flaw. It will not prove that some other flaw doesn’t exist. Of course the
number of flaws detected is also limited by the time spent evaluating the system and
the capability of the assessor which are classified as constraints (see time and
capability sections further on).

Funding is also recognised to be finite. While cyber criminals may have substantial
resources backing them, organisations across the spectrum of government and
commercial sectors have defined IT Budgets from which a further pool may be
assigned to testing or consulting services in general. We will refer to funding as a
limitation in this section as it denotes limited funding at the global level of the
organisation (the IT Budget) whereas the project budget will be considered a
constraint.

The environment against which the test is conducted is also important. Frequently,
organisations elect tests to be run against testing environments rather than the
production environment for fear of disrupting normal business processes. However,
any inconsistencies between the environments may result in certain issues going
unnoticed when the system is ultimately in production.

In many circumstances, certain systems are excluded from testing, due to concerns
about their sensitivity or availability. For example, “we can'’t test the ERP or Payroll
systems in-case you bring it down”. But because of concerns of sensitivity or
availability, is that not more of a reason to evaluate the security of the system?
Organisations with a Business Continuity Plan (BCP) or a Major Incident Process
should be able to conduct more thorough testing knowing they have the capability to
deal with any issues that may result.

Once testing is completed and a report is issued, the true value of the testing can
only be realised if the issues are remediated. While it may be difficult to know how
much time and money to allow for remedial activities before the test, there certainly
should be an allocation made and provision to seek further resources (personnel and
monetary) as warranted.

One of the most significant limitations of penetration testing occurs when a test was
simply run to address an audit or compliance requirement. This is normally
associated with a compromised procurement process, selection of a low cost (less
comprehensive) supplier/resource, and lack of interest in the result other than a pass

www.senseofsecurity.com.au Penetration Testing - A Guide To Achieving Better Outcomes 3
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mark for an audit check box. This is an abuse of the true intention of a penetration
test, which is to identify the very issues that expose an organisation to risk including
those that should be addressed for regulation and compliance. This is commonly
called “check box testing” or “security for compliance sake”.

There are three constraints that will be discussed in further detail in this paper:
scope, time and project budget.

The following attributes of capability will be discussed in further detail in this paper:
methodology (approach), experience, skill and tools.

The report is the tangible product of a penetration test and therefore the ultimate
result of the project will rely heavily on the quality of the report and the ability to act
on it. The following attributes should be sought in the deliverable:

— [Ease of use: Simply put, reports must be easy to use. Otherwise they
become paperweights or put in the too-hard basket.

— Accuracy of findings: All findings must be validated; accordingly there should
be no false positives reported.

— Action for remediation: Technical findings should be concise but precise.
There should be adequate detail for the recipient to remediate the issue with
no further research. This really comes down to the capability of the supplier
to produce a quality deliverable.

— Technical & Business risk: The report must articulate both technical and
business risk. This requires a deeper understanding of the organisation, the
market and compliance and regulatory requirements. The executive
summary must have adequate information so that it can be used as a
business case for further investment (e.g. funding for remedial efforts,
hardware, software etc). In general, the report must provide information that
can be communicated upwards in an organisation so that business
executives can digest the contents and understand the implications of
technical risks.

— Anatomy of attack: Where a system is compromised, the exact steps, replete
with screen shots, should be provided to allow the organisation to reproduce
the exploit. This will allow the organisation to ascertain the implication of the
compromise if the testing was time constrained and no further analysis
conducted.

— Root cause analysis: If a recommendation is limited to cosmetically
addressing an issue, it is likely the issue will re-emerge some time later
(probably with greater significance and impact). Accordingly, the root cause
of the issue needs to be identified. This takes further time in research and
analysis but certainly provides better value in the outcome.

5 Know Your Data

Before any testing is commenced the organisation should determine what is being
protected. This requires a risk based approach whereby the information assets are

www.senseofsecurity.com.au Penetration Testing - A Guide To Achieving Better Outcomes 4
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identified and the implication of a breach of those assets is ascertained.
Unfortunately, many organisations don’t know what their sensitive data is, where it is,
who has access to it and how many interfaces or access points there are to it.

6 The Squeeze

As it has been acknowledged that resources are finite, every project is going to
experience pressure (the squeeze) on one of the following inputs: scope, time,
budget and capability.

As the squeeze weighs down on the inputs, the effectiveness of the outcome will be
reduced to the point at which it is rendered ineffective. Effective outcomes can only
be realised through achieving a balance on these inputs. Getting the balance right
will be discussed further in this paper.

So this raises the question — What defines a good outcome?

7 A Good Outcome?

Could a good outcome of a penetration test be a report that didn’t identify any
security issues? At least the system manager could get a report validating
competence and diligence in security management.

Another possible outcome is a report that has identified a spattering of findings.

Or consider a very lengthy report with a raft of findings detailing how an organisation
was compromised through every vector attacked. At least with this report perhaps the
organisation could secure some funding to resolve the issues and improve their
security posture.

The answer is that any one of these outcomes could be a good outcome. It depends
on quality of the inputs into the test. As a procurer of penetration testing services, you
can only be confident of the outcome knowing that informed decisions were made on
the inputs.

Certainly a report with no findings is not a good outcome if there were security
issues, but they were not identified due to lack of time to find them or lack of
competence in reviewing the system.

A report with no findings is highly unlikely; in our experience, even if a system is not
compromised, there is always room for improvement and actions that can be made to
make a system more secure.

Let's consider the importance of the inputs that will enable you to make informed

decisions. This is getting the balance right in terms of scope, capability, time and
budget.

www.senseofsecurity.com.au Penetration Testing - A Guide To Achieving Better Outcomes 5
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8 Breadth & Depth of Scope

A risk based approach will identify the scope of testing in breadth and depth. The
breadth of scope will determine the number of systems, technologies or techniques
to be assessed. The depth of scope will determine the number of attributes or
complexity to review. Figure 1 portrays this graphically.

For example, in breadth you may consider testing at the network layer, application
layer and also social engineering. In depth you may consider testing external and
internal networks, only web applications (but all interfaces including administration,
web services and content management for all roles and pages) and a single element
of social engineering (e.g. client side attacks).

More time will be required to review the systems as breadth and depth is increased.

Frequently we find that organisations compromise the integrity of the testing by being
too narrow in both breadth and depth. Even if a single review type is considered, for
example application penetration testing, the scope seldom addresses all aspects of
the application. Either there is a lack of awareness of the components of the system;
or the scope is cut for procurement due to budgetary constraints. Either way, the
result is that interfaces of system that increase exposure, and could lead to a
compromise, are frequently left out of reviews. Examples of this include neglecting to
review the web services component of a web application [4], or the administration
interface which is frequently a separate application.

9 Capability

Selection of an appropriate service provider to conduct testing is essential to an
effective outcome.

Capability should be assessed with respect to the following attributes: methodology,
experience, skill and tools.

Testing can only be considered to be comprehensive if conducted in accordance with
an appropriate methodology. Testing across the breadth and depth of scope will
require expertise in all the domains, because each domain is considered a distinct
discipline. Just because a company performed a network penetration test doesn’t
mean they can deliver wireless or mobile application assessments. Service providers
should not only have defined methodologies for each testing service offered, but they
should also be able to demonstrate the substance behind this. Summaries of
commonly accepted methodologies are freely available and generally included in
proposals. However, the procurer should discern lip service from substance and
validate the provider’s capability in the disciplines.

4 Web services are typically application programming interfaces (API) or Web APIs that are accessed via Hypertext Transfer
Protocol (HTTP) and executed on a remote system hosting the requested services.

www.senseofsecurity.com.au Penetration Testing - A Guide To Achieving Better Outcomes 6
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Experience comes from maturity. Capability in penetration testing cannot be
developed overnight. Companies with a heritage, and specialisation, in Penetration
testing are likely to be able to demonstrate a track record. Experience across a broad
range of industries and sectors is desirable which would include an exposure to
various technologies, regulatory and compliance requirements.

Service providers that are committed to maintaining and expanding their knowledge
in their penetration testing capability should be expected to demonstrate their
commitment through investment in their own research facilities. Publication of
whitepapers, security advisories and contribution to the community can measure the
depth of research commitment.

Good penetration testers hone their skills over time, all having strong fundamentals in
their discipline of speciality. Expert network penetration testers will understand
networking concepts; expert application penetration testers will understand the
language the application is written in and how application components connect and
interact. A penetration tester needs to know how the system was constructed in order
to systematically deconstruct it. This ability is innate and part of a good penetration
tester’s intuition. However, native capability isn’t where it ends. The tester needs to
deliver with flair but follow the process of the methodology to confirm the
comprehensiveness of the coverage.

Another important attribute is that of finesse and accuracy. Spraying a network with a
myriad of noisy scanning tools is the brute force approach to testing (hoping that the
tool will do the job for you). A far more professional approach is to demonstrate skills
by interpreting scan results, and accurately exploiting vulnerabilities with finesse.
Tools may provide insight into technical flaws but cannot identify logic flaws. A
technical flaw could be identifying a system is vulnerable to a buffer overflow attack;
a logic flaw may be determining if an application can be tricked into executing
something outside of its intended business purpose - such as refunding a transaction
twice which could be used to defraud a business. It takes intellect and finesse to
identify logic flaws.

Modern systems are complex, networks are large and applications are multi-
functional. Tools assist testers through automation, using the processing power of
the computer combined with purpose written software to systematically probe
systems to identify points of weakness or exposure to known vulnerabilities.
However, not all tools are created equally. Some studies have demonstrated that
tools missed nearly half of the vulnerabilities on systems -- even when they were fully
"trained," or tuned, rather than set to point and scan the sites [5].

Therefore, a tester needs to have at their disposal a suite of tools so that the outputs
can be reviewed across the spectrum to ensure good coverage of automation. A
suite of tools should comprise a variety of open source, commercial and custom
written tools. Advanced testers are likely to write their own tools to perform precise

° Analyzing the Accuracy and Time Costs of Web Application Security Scanners, Larry Suto, Feb 2010
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actions to complement the broader range of the commonly available ones. Another
sign of advanced capability is the evidence of custom written exploit code, software
that is written specifically to exploit a weakness that has been identified, for which
there is no existing exploit.

All of these attributes need to be present in a service provider to deliver effective
outcomes to a penetration testing project. The true capability of a service provider
can be assessed by their ability to deliver the chemistry of these attributes through
project and quality management and through personnel with the skill.

10 Time & Budget

Unfortunately time and budget are frequently underestimated for penetration testing
projects which ultimately leads to a compromised outcome.

A risk assessment should identify the scope (breadth and depth) of the test. The time
to conduct the test will be directly proportional to the scope (clearly the more there is
to test the longer it will take). However, it is also a function of capability. One may
expect to yield time savings through economies of scale; and certain tests may be
run in parallel if the provider has the resources and capability across the disciplines.

In general budget will buy you time. But if the budget is underestimated, the time
allocation or scope is likely to be retrospectively revised downwards. The result is
squeezing a test to fit into an ill-defined budget, the outcome is certainly affected.

11 Cloud & Regulation

No information technology discussion is complete without a discussion on cloud
computing. The flexibility and opportunities offered through cloud computing are very
compelling. Demand has been established in both the commercial and public sector.
For example, the Australian Government has provided a Whole of Government
(WoG) policy position on Cloud Computing. “Agencies may choose cloud-based
service where they demonstrate value for money and adequate security” [6].
Adequate security requires meeting the mandatory requirements outlined in
Protective Security Policy Framework (PSPF), the Australian Government
Information Security Manual (ISM) and the Privacy Act.

As cloud offerings mature, the regulations to control and protect use of such services
will mature as well. Regulations are already in place across a number of jurisdictions,
and also for specific industry sectors (e.g. PCI DSS applies to organisations dealing
with credit card data). Organisations are expected reasonable steps to monitor,
review and audit information security effectiveness of cloud providers, which would
include engaging internal and/or external auditors and specialist organisations where
required to deliver penetration testing. End users of cloud services are entitled to
expect their personal information is protected from loss or misuse and unauthorised

6 Australian Government Cloud Computing Strategic Direction Paper, Dept of Finance, April 2011 Version 1.
http://www.finance.gov.au/e-government/strateqy-and-governance/docs/final_cloud computing_strategy version 1.pdf
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access, modification or disclosure [7].

Security requirements must be clearly defined and managed through contract. A
cloud vendor's commitments to important security considerations must be captured in
a contract, otherwise the customer only has vendor promises and marketing claims
to rely on that can be hard to verify and may be unenforceable. Penetration testing is
a good technical measure of evaluating the effectiveness of a cloud offering and
should be included as part of an overall capability review of the vendor. Scope could
include network and application testing against the public facing and internal systems
as well as a review of the ability of the provider to maintain isolation in a multi-
tenanted deployment.

12 Where does Penetration Testing Fit In?

Penetration testing will not be effective if considered an exercise in isolation. Testing
should be part of the ongoing information security management lifecycle (Plan, Do,
Check, Act). Testing should be conducted in the Plan and Check phases and issues
remediated in the Do and Act phases. See Figure 2 for graphical representation.

Industry standards define the testing requirements (e.g. OWASP). Testing will verify
the implementation of security requirements (e.g. the organisation’s development,
configuration or deployment standards). Governance Standards (ISM, ISO 27001)
will include the organisations security requirements and require regular testing to
validate the security of the process. Outcomes of the tests will identify risks that must
be addressed through the organisation’s Risk Management capability.

13 Conclusion

Don’t think of your organisation as silos of systems. Adopt a risk based approach and
understand what it is that you wish to protect and the implication of a security breach.
Know your data, determine where it is, who has access to it and how many systems
or interfaces there are to it. You can then determine how you are going to test the
effectiveness of the controls protecting it. In conclusion, scope should be determined
through risk assessment.

Due to the increased sophistication of attacks there is an increased requirement for
expertise. Organisations will need to rely less on tools and more on expertise to
interpret and evaluate their security posture.

Assessing the capability of a service provider is essential in making an informed
decision in selecting the party to deliver a penetration test. Capability is a function of
methodology, skill, heritage and reporting. Quality of reporting should be evaluated
because it affects the ability to remediate.

Penetration testing in isolation is of limited value. Testing must be part of a broader
information security management capability delivered through a vulnerability
management program. Having a test conducted and getting results is only part of the

! Privacy and the Cloud — speech to Cloud Computing Conference and Expo — 9/9/2010 Office of the Privacy Commissioner.
http://www.privacy.gov.au/materials/types/download/9572/7133
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way there. You need to be able to act on the recommendations which will require
planning, resources and budget.

Price is always important. However, consideration should be applied that
comprehensive testing will cost more than check box testing and testing in breadth
and depth will incur higher costs too — but deliver more value in the results.

Many organisations are electing to use cloud services. Cloud is an extension of your
organisation and the risks must be evaluated and treated accordingly.

A penetration test should also be used as an opportunity to evaluate and tune your
detection and response capability.

www.senseofsecurity.com.au Penetration Testing - A Guide To Achieving Better Outcomes 10
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About Sense of Security

Sense of Security Pty Ltd is an Australian based information security and risk
management consulting practice delivering industry leading services and research to
organisations throughout Australia and abroad. Our strategic approach to security
provides you with a capability to assess your risk and deliver qualified guidance on
how to protect your information assets. We provide expertise in governance &
compliance, strategy & architecture through to risk assessment, assurance &
technical security testing.

For more information please contact us:

Web: www.senseofsecurity.com.au

Email: info@senseofsecurity.com.au
Phone: 1300 922 923

Sense of Security - Compliance, Protection and Business Confidence
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