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The Robot Barista

This Robot Barista Makes a Dang Good Latte

ource: ps://www.wirea.com Care-X-robot-barista
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Why does Automation matter?
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Ransomware Automation

Bitcoin Address
Encv»yption Mode - ZPNet a s e & oo some wowe
Attacked Extensions
Default Decryption Price WUST READ JUSTICE DEPT.GROPS PLAYPEN CHILD PORN CASE TO PREVENT RELEASE OF TOR KACK
Special Decryption Price For Country

Print Current Ransomware Build Settings New dark web scheme lets wannabe

povmload Ransoauare Cors cybercriminals get in on ransomware - for
oad Ransomware Core

Build Ransomuware free

Ransomware oper

rovides malicious software in exchange for a slice of successful scores

RECOMMENDED FOR YOU
_ Avoiding Common Pitfalls of

Evaluating and Implementing DCIM
Solutions

RELATED STORIES

a B racies frt satllte aunch

1
h providers from secrotly selling your
data

s election hacking break
ional Law? Even the experts

Source: http://www.zdnet.com/article/new-dark-web-scheme-lets-wannabe-cybercriminals-get-in-on-ransomware-for-free/
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Guess Who?
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Guess Who?
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that’s YOU - DevOps DJ I

rity.com.au © =2 3 Mar-17



IEWAVE CO
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DevOps Coverage: Speed & Timing

Custom Application (157 party code, 3™ party libraries, etc.)

Application Framework (Tomcat, Apache, .Net, IIS etc.)

Network & OS (Linux, Windows, etc.)

Mar-17
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Custom Application (15T party code, 3™ party libraries, etc.)

Application Framework (Tomcat, Nginx, Apache, etc.)

Network & OS (Linux, Windows, etc.)

Cloud Platform (Amazon RDS, S3, Lambda, etc.)

© 2002-2017 Sense of Security Pty Limited



Continuous Monitoring I
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Amazon Cloud Trail

Amazon Cloudtrail
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+ Installed
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-- Microsoft
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<. Campfire
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&> docker

Docker
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DevOps Mayhem I
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Tools, Tools & More Tools

Infrastructure Security Endpoint Security Application Security

Network Firewall [ Network Monitoring [ Endpoint Protection & Anti-Virus WAF & Appllcatmn Security =
aomr b Guww (o Ehaper | | (@ BlueBCoat Uil XDUA BStillsecure @ McAfee LANDSSK @rsafe FsecoreT  KAPIRIKYS  (Barkly Qaouws (@ ' Si-fpe“r“s“”““ Bl
;'-;";"'-*-'ﬂm % QMcAfee FeRmner sworore (3 [Wuniper Daaphiines [Bylumension  §3 Threat[rack % SntinelOne Opcndc BB \icosoft b S firesiape (Akamal ZENEDGE chllx er o" SOHA

' B g S = riverhed . J " T sronvsmein S = \ n J
B palo Wt e Sl EOZEE - “radware T p— BIVIPERA

Intrusion Preventiot Appl ication Secu ”ty sment
alual P e BOHECNARX SRC:CLR
v cisco. COrEI0 7= “radwa
Hewlett! s NsFOCUS r\CCQ(OUD
Enerprise URITY B BeyondTrust %buqrrcwﬂ
Eextreme  [glJuniper “ 0 paloallo ER

| © Outpost2 (@ QuaLys AMAN

: WAF & Application Security —
gl m::.n '?ed 1;:“;4;. PE"fa @ QUALYS | ga Arerrosc SH=TE 'RTrustwave "
endian DAL Wiuniper @ W a”l) u. I A \
cavister . mil
palo Hisimc d-\FlreEye ﬂ un- TETY ARXAN FIREBLADE Akamal Z t N [Z D ( t cmlx ergon g]-IA

o7 Secury | | B ZXRTINET A radware QIVIPER\A

MOCANA gzaryptosoft
Qznsdx  \wEBROOT endian

Vulnerability Assessment
ARGUS £ Rubicon FISCUCQ splunk: I1aCker0ne B .
©: p o Ssecurhings| | [#msws | | G McAfee —2 WhiteHat RAPIDD WTrustwave 4 CHECKMARX opr.eiR

@men peavsHore & St | | | s

s—rne @zscaler OFireEye
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e — i

[Billumio 3 sookasa @ oudseseos

elastica {F panda <adallom  Sbitglass
BnCrypted Clovd €@25Caler & evident.io
(& Managedvietrocs [ coDEa2 ——23Wnae

SOHA &etowm @ covata e

Transaction Security Rl'\'
1

feedzai (C:iiiiti ethocar FARTER Vé |
s )
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appthority VERACODE 27 cigital @ Outpost24 ([ QuaLys' Afb&{\N
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Coverage Across Public, Private & Hybrid Clouds I

44
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DevSecOps

Environment

Continuous
IDE Source 'Code amaanEcz
Repository Deployment webservices

Production
Environment

=

< eclipse GitHub

CloudFormation

Advanced Security Automation

Conf/n;g/:nl':tnon Code App Continuous
Management Analysis Scanning Monitoring

VERACODE Qlﬁi Q @ @

[ QUALYS
vvvvvvvv wrnrin smaingmonee et O VW ASP ZAP P Q UA LYS'
UALYS Contimcous Sicuminy
Sonatype Cloug - QUALY: VERACODE

Coding
Helpers

Supply

Chain Risk
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StackSec - Shifting Left

Staging
Environment

Continuous
IDE Source Code

Deployment _ﬁg‘ggﬁlEc2

Repository

Production
Environment

= ocli i ¥
& eclipse GitHub Jenkins

Advanced Security Automation

CloudFormation

Conf/n;g/:nl':tnon Code App Continuous
Management Analysis Scanning Monitoring

Coding
Helpers

Supply

Chain Risk

VERACOIE S (A JNOQ)
— VERACODE  9CaCh0I oy asp zap QUALYS QUALYS'
= Sonatype ud VERACODE




www.senseofsecurity.com.au

DevSecOps

DevSecOps

Stack Security

Traditional
DevOps

Application
Security

© 2002-2017 Sense of Security Pty Limited
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Per Developer IDE Integration

Per Developer Sandbox Testing
Combined Project Static Analysis

Dynamic Testing
Continuous Monitoring (Public)




J App Sec: Defense in Depth I

Layer #2 - Static code analysis Layer #4 -Continuous Monitoring
triggered by the code commit action through Vulnerability Management
identifies the vulnerability - build fails. Program detects the exposed

vulnerability. Add comprehensive

@ Manual Pen Test. @

U ]

Layer #1 - The developer has an Layer #3 - Automated dynamic
opportunity to avoid introducing a scanning of the application detects the
security vulnerability in their IDE. same vulnerability if it gets this far.

© 2002-2017 Sense of Security Pty Limited



 Veracode Greenlight
» Eclipse
 Visual Studio

d. Froblems = Javadoe [2 Dedaration @ Veracode Greenlight =

Last Scanned: < flawedPackage (5 days ago)

I Scan Duration: 9 seconds I

Security Bug Detection at the IDE I

Security Flaws Found: (RIS @ITFY EITEITD 1 Low

Best Practices: & CWEs Protected Against

Severit],; Issue Type C

0% Command Injection: Improper Meutraliza...
L Injection: Im~ T
[ Medum Uec ot o OPeTFlaw

Show Flaw Detail
@RI inadequate Encil  Liver ceoverity: Hight
m Use of a Broken Filter CWE: "89"
m Use of a Broken Or misky Cryplogiapiic sigo..
m Insufficient Entropy

Low Improper Resource Shutdown or Release

=

Findings (8) Ignored (1)  Best Practices (6)

WEID Path

78 ‘\GreenlightDemohsrc\flawedPackage

el ""FnIightDemn\src\ﬂawedPackage
enlightDemotsrcflawedPackage
enlightDemotsrc\flawedPackage
enlightDemo\src\flawedPackage
Evy \ure!i-n|ightDemo\src\ﬂawedPackage
331 \GreenlightDemohsrc\flawedPackage
404 ‘\GreenlightDemo\src\flawedPackage

Alt+Enter

rity Pty Limited

Source

Flawed.java
Flawed java
Flawed.java
Flawed.java
Flawed java

Flawed.java
Flawed.java

Line
36
31
40
55
47
48
46
25

%

VERACODE

Details
Details
Details
Details
Details
Details
Details
Details
Details

Mar-17
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Ignare
Ignore
Ignore
Ignaore
Ignore
Ignore
Ignore
Ignore
Ignare
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Security Bug Detection at the IDE

=2 Java - vulnerable-webapp/src/main/java/testcode/xmldecoder/Xm|DecodeUtil java - Eclipse - g
File Edit Source Refactor Navigate Search Project Run Window Help

S BEE- R R A A MR SRR 3. T = ini e OO e Quick Access || 1 || Java
i# Package Explorer # Bug Explorer &2 = B[] XmiDecodeUtiljava 2 -

P | Y BB C 1 package testcode.xmldecoder;

)
o ) ® L]
4 % Potential SQL/IPQL Injection (JPA) (5) ~ 2 -
# The query is potentially vulnerable SQL, L“ import java.beans.XMLDecoder;
#* The query is potentially vulnerable SQL,
6 bli 1 XmlDecodeUtil
4 The query is potentially vulnerable SQL, . publle class ecodelitil {

# The query is potentially vuinerable SOL | [ 5= public static Object handlexnl(InputStream in) { The FindBugs plugin for security audits of Java web applications.
# The query is potentially vulnerable SQL, @ 9 XMLDecoder d = new XMLDecoder(in);
4 Static IV (5) 10 try {
# Found Struts 1 Action (1) 11 Object result = d.readObject();
4% Found Struts 2 Endpoint (1) 1 ) return result;
F | i .
# Struts Form Without Input Validation (3) 14 finally { [ JoN ] Preferences
4 Found Tapestry Page (2) 15 d.close(); findbugs a FindBugs Qvcoe v |
## Unencrypted Socket (4) 16 } ¥ Java
7 ) 7 pdEug . = store | luations in: T o~
# U.nvalldated. Redirect fZI} W17 } analysis effort | Default (nﬁ[:;ﬁ“;;::b‘:: ::’::e‘"pmjm lovely . (cloud disableq) e
4 FilenameUtils Not Filtering Null Bytes (9) 18
# MessageDigest Is Weak (13) n Filter files  Plugins and misc. Settings  Detectar
<
- TrustManager Implementation Empty (4) Minimum rank to report: —_—
#* The implementation of TrustManager ic #-Bug Info © (1 is most severe, 20 is least) 1+ 0 Concen Minimum confidence to report: | Medium o)
p The implementa tion of TmstManager is Ami DECOGEUK\I.JBV’B: 2 Reported (visible) bug categories Mark bugs with ... rank as:
32 The implementation of TrustManager is # Navigation }
; . . Bad practice Scariest: Warning B
# The implementation of TrustManager is - .
: Vulnerable Code: e Scary: warning |
4 # XMLDecoder usage (1) . coreeinezs Trouling: | Warning |gJ
. ¥MLDecoder d = new XMLDecoder (in); Performance
#* Its not safe to use an XMLDecoder to p; try { ) Sacurity Of concern: | Warning ™
i ) Cbject result = d.readCbject(): B Dodgy code
# Servlet reflected cross site scripting vulner J[ y () Experimentz]
# XSSRequestWrapper is Weak XSS Protectic T S e e =
# Potential XSS in Serviet (1) Solution: " Internationalization
XML Parsing Vull ble to XXE (D y - - .
# arsing tuinerabe to (Documen The solution is to avoid using XMLDecoder to parse content from an untrusted source
# XML Parsing Vulnerable to XXE (SAXParse! =

# XML Parsing Vulnerable to XXE (XMLRead: -

< > <
#* Its not safe to use an XMLDecoder to parse user supplied data [Scary(5), High confidence]

@ corce | (I

2002-2017 Page 22



)\‘? Senseq

Security: And Don’t Forget the O/S & 3" Party Code + Dependency Chain
44% of applications contain R N
critical vulnerabilities in an COMMERCIAL CODE DEVELOPED CODE
open source component.
~ Veracode

Sources of

Embedded 56.4%
Code

THIRD-PARTY
OPEMN-SOURCE CODE

https://www.grammatech.com/

© 2002-2017 Sense of Security Pty Limited



Third Party Components @ IDE I

Getting Started | ® Software/Update

#'sear 52 = [ [§! Problems [} Declaration & Component Info 52 | 4il Servers [] Properties < Palette ENy BEH S@= 0O
y - T 2 projects, 75 components (75 shown, O filtered)
ot . b 4 Group: commons-col llections
o abigi U dal i} commons-collections - 3.2.1 P: Older This Version Newer
search from the 3 axi t-1.2 - R Artifact: commons-collections Popularity
search dialeg... j commons-bear m Version: 3.2.1 el s i
1i2h 3 | | Declared License: Apache-20  License Risk ) s e S
) jstl - 1.2 . Observed License: Apache-2.0 Security Alerts > | 3
) spring-am s .. = Effective License: Apache-2.0
spring-webm 3.2.6 EAS!
" : d ki = Highest Policy Threat: n within 2 policies
standar
javax.tra api ] Highest Security Threat: n
mailapi [ ] Cataloged: 9 years ago
axis - i Match State: exact —
) bsh = Identification Source: Sonatype _—_ Onatype
spring -3 = : 7 j
" . e View Details Migrate »
spring-security-config - 3.2 se IR

« Advanced binary fingerprinting identifies all open source and proprietary
components and dependencies.

« (Categories: exact, similar or unknown.

« Configure policy actions to automatically prevent applications from moving
forward with unwanted or unapproved components.

« Setup automated notifications when unwanted components are being used in
your applications.

www.senseofsecurity.com.au © 2002-2017 Sense of Security Pty Limited Page 24



%@Se%rgjsggyw Software Composition Analysis @ Build I

APPLICATION

VERACODE

Profile

Third-Party Components
Metadata

View all components in your application by version, count, o number of known vulnerabilities

Vulnerabilities

SANDBOXES

SCANS Third-Party Components

In Progress EVE ID ¥

Completed
o4 el ¥ W

RESULTS
Paliey Violations Component Filename Viersion rHumber of Known Vulnerabilities by Severity o
Results .
. High High Virdum Lo ¥ Low nfg
Latest

L5

View Ropot o Dinitils-1.8.0 jar 1.810

| comimons < olleclions-2. 1 jar 21

Flaw Sources

Tridge Flnwe 5 portal-servic e, jar 622
Mitegated Flaws . N
| porthet-api 2.0 spec-1.0.jar 1.0
Static Scan
6 Ot 2015 Static ;
- o util-taglib_jar 523

ty.com.au © -2017 Sense of Security Pty Limited Mar-17 Page 25
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Sedunty: Early Dev, Mid Dev & Build Coverage on Commit I

= eclipse




Scan Early, Scan Often

Dev Release
Time Branches Master Branch

Developer Sandboxes
help scanning
branches and fixing
security flaws before
merging into Master or
Release branches to
avoid alerting the
secuvrity team

Policy Scans assess for
official compliance &
report into GRC systems

VERACODE

Limited



* veracode
Veracode Detailed Report Veracode Level: VL2
Application Security Report Feted 05 207
° : > As of 6 Mar 2017
tatic Code Analysis
Target Level: VL3 Published Rating’ A

Scans Included in Report
Static Scan ic Scan Manual Scan

 Dynamic Code Analysis =5 i

e
Compietes: 0/03/17

&

Executive Summary
This report eontains a summary of the security iaws identified in the application using automated static, automated dynamic andior
manual security analysis techniques. This is useful for undersianding the overal security quality of an individual application or for
comparisans between applications.

Application Business Griticality: BG3 (Medium) Summary of Flaws Found by Severity
Impacts:Operational Risk (Low), Financial Loss (Medium) '
An application's business criticality is determined by business g

risk factors such as: reputation damage, financial loss,
operational isk, sensitive information disclosure, personal safety,
and legal violations. The Veracode Level and required

assessment techniques are selected based on the policy s
assigned to the application. .
Analyses Performed vs. Required 3
g _ )
s 3o

E ] ) 3

.

Performed: i et e -

Required:

Action ltems:
Veracode recommends the following approaches ranging from the most basic to the strong security measunes that a vendor can
undertake to increas the overall security level of the application.
Required Analysis
—> Your policy requires periodic Static Scan. Your next analysis must be completed by 06/06/17. Please submit your
application for Static Scan by the deadiine and remediate the required detected flaws to conform to your assigned policy.

Flaws To Fix By Expires Date

A grace period is specified for any flaw that violates the rules contained in your policy. These include GWE, Rollup Category, Issue
Severiy, Indusiry Standards as well as any flaws the prevent an application from achieving a minimum Veracode Level andor score.
To mainiain policy compliance you must fix these flaws and resubmit your application for scanning before the grace period expires.
The detalled flaw lising will badge the flaws that must be fixed and show the fx by date as well

—»  The grace period has expired [06/03/17] for 3 flaws that were:found in your Static Scan

Flaw Saverities

©2017 Veracode, Inc. Sense of Securty Pty Ltd and Veracode Confidential

65 Networ: Crive, Busingion. MA 01303 Tal.+* 350 572 2500 Fax.+1 338 674.2502 URL iy . veracode. com

fsecurity.com.au 2002-2017 Sense of Security Pty Limited Mar-17 Page 28



StackSec: Configuration Management

 Remember your DevOps tools too!
« Many don’t have out of the box security controls enabled

« E.g. Jenkins default installation -
* NO access control

« NO audit of 0“ "0

configuration changes.
 #facepalm

YOUDIDNT

© 2002-2017 Sense of Security Pty Limited



Jenkins on the ‘Net in AU

’. SHODAN Explore Downloads Reports Enterprise Access Contact Us
*% Exploits % Maps © Share Search < Download Results Ll Create Report

TOTAL RESULTS i m

535 HTTP/1.1 403 Forbidden
Amazon.com Date: Tue, 14 Mar 2017 22:14:44 GMT

TOPICOUNTRIES ded on 2017-03 22:18:2 X-Content-Type-Options: nosniff

B T &l Australia, Sydney Set-Cookie: JSESSIONID. /;HttpOnly
Details Expires: Thu, @1 Jan 1970 00:00:00 GMT

Content-Type: text/html;charset=UTF-8
X-Hudson: 1.395

Australia 535

Dashboard [Jenkins]

Date: Tue, 14 Mar 2017 21:53:17 GMT

Sydney 433 T?éjntg",‘ft 56 G X-Content-Type-Options: nosniff

Melbourne 21 &8 Australia, Saint Kilda Expires: Thu, @1 Jan 1970 00:00:00 GMT

Seven Hills 6 Details Cache-Control: no-cache,no-store,must-revalidate
Research 2 X-Hudson-Theme: default

Brisbane 2 Content-Type: text/html;charset=UTF-8

Set-Cookie: JSESSIONID. -
TOP SERVICES

HTTP (8080) 235
HTTPS 150 HE'E Im
HTTP 110 HTTP/1.1 403 Forbidden

© 2002-2017 Sense of Security Pty Limited



Preventing a deployment if
something fails.

Using Scan 1218389

Checks Failed

POST BUILD TASK : FAILURE

END OF POST BUILD TASK: O
ESCALATE FAILED POST BUILD TASK
TO JOB STATUS

Build step ‘Post build task’
changed build result to FAILURE
Finished: FAILURE

ST

.

© 2002-2017 Sense of Security Pty Limited



OS & N/W I

 Vulnerability Management
» Patch Management
« Configuration Management
» Hardening of Framework
Configurations
» Hardening of OS & Apps
 Policy Compliance Automated
Testing
« Continuous Monitoring - External &
Internal




Security for Deployment Automation

« Automation through Deployment Through Code
* Use Immutable Objects
» Update Source Repo’s
» Use Deployment Mgt to focus on StackSec:
(a) access control,
(b) integrity of configuration
(c) auditability of changes.




Use Automation to Solve Common Issues

« Concerns in this layer:
» Heartbleed
» Expired SSL Certs
 Assessed through external continuous scans
« Unpatched/Vulnerable server apps like Tomcat/Apache
 Configuration Management issues

© 2002-2017 Sense of Security Pty Limited



Network & OS: Continuous Scanning I

Add one or more rules to this ruleset. Each rule describes an event you want to be alerted on

Title* UpgradedRuleSet

Description With the Initial Ruleset you will receive zlerts when a new host is found, z portis «
open, or an SSL _temflcatg is expired or is about to expire. Use this ruleset asis  ~

This is where you add and customize rules. Your rules can be simple (any new vulnerability) or complex (any new severity 5 vulnerability on a Linux host,

Rule Types

v Rule 1: Expired or Expiring Certificate Remove X
When 3 certificate is* New ¥ Expired
D @ | Expiring in 10 days # Expiring in 30 days Expiring in 90 days
=
Host Vuinerabilty 4 Add Criteria v
> Rule 2: Opened or Changed Port / Service Remove X
_—
&= > Rule 3: New or Updated Host Remove X
Certificate Port/ Service > Rule 4: Added Software Remove X
> Rule 5: New or Active or Reopened Vulnerability Remove X

(4]

Software Ticket

ty Pty Limited



Network & OS: Continuous Scanning I

@ QUALYS'

Continuous Monitoring v Help S0S DEMO ~ Log out

Alerts  Configuration 22 days remaining in trial Upgrade Now

I A

Alerts
Search...
Profile: | (All Monitoring Profiles) ~ | Ruleset (multiple profiles selected) Start Date: | 03/01/2017 [3 EndDate: 03/08/2017 A
Category: m Host1  Port3  Vulnerability 1 Hide graph
6
4
2
0
1. Mar 12:00 2. Mar 12:00 3. Mar 12:00 4. Mar 12:00 5. Mar 12:00 6. Mar 12:00 7. Mar 12:00 8. Mar 12:00 9. Mar
5alerts ¥ v
O Alert Message Host Impacted Time A
O gast New Open Port - 43345/tcp (ssh) 54 ) 08 Mar 2017 10:51AM GMT+1100
Port found on host ec2-54 D.ap-southeast-2.compute.amazonaws.com
O d@e New Open Port : 22/tcp (ssh) 54 ) 08 Mar 2017 10:51AM GMT+1100
Port found on host ec2-544 ap-southeast-2.compute.amazonaws.com
O g New Open Port : 8080/tcp (http) 54 ) 08 Mar 2017 10:51AM GMT+1100
Port found on host ec2-54] ap-southeast-2.compute.amazonaws.com
O @ New Vulnerability Found 86723 [l = 54 ) 08 Mar 2017 10:51AM GMT+1100
Web Server Uses Plain-Text Form Based Authentication was found on host ec2-5 9.ap-southeast-2.compute.amazonaws.com
(] m New Host Found 54 ) 08 Mar 2017 10:51AM GMT+1100
Host ec2-54) ap-southeast-2.compute.amazonaws.com with the OS Linux 2.6 was found by the scan ContinuousMonitoring Jenkins

2002-2017



Network & OS: Continuous Scanning I

Alert Message

(] @ New Open Port : 43345/tcp (ssh)
Port found on host ec2w.ap-southeast-z.compute.amazonaws.com

New Open Port : 22/tcp (ssh)
Port found on host ecKW.ap-southeast-2.compute.amazonaws.com

New Open Port : 8080/tcp (http)
Port found on host eCZ-Wp-southeast-Z.compute.amazonaws.com

New Vulnerability Found 86728 il [ pCi |
Web Server Uses Plain-Text Form Based Authentication was found on host eczm::p-southeast-2.compute.amazonaws.cor

New Host Found
Host eCZ»Map»southeast-2.compute.amazonaws.com with the OS Linux 2.6 was found by the scan ContinuousMonitoring J

1 © §




Configuration Management - Infra & OS I

» Coverage across OS

& App configs needed  CloudFormation in a CI/CD pipeline

« Combination of FIM & H
Policy Compliance, 46p Developers el
Hardening Checks

App Code = CloudFormation
& Templates 2 gy o= Templates, Etc.

- »@ﬁ» e » O

® SOD fOF Development, Issue Tcker ‘J% Dev Enwv Code Fh:pn_ . CI Server Elnud?l;‘rs*matinn
Staging and Prod [ e A =
i -
Environments Oevops Engineers, EE f:‘m
Infrastructure Developers, Ooe KewLlew

Systems Engineers

www.senseofsecurity.com.au
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Dashboard Policies Scans Reports Exceptions Assets Users

Reports ' Reports

Schedules Policy Summary Templates Setup

Summary

Policy: | | I Evaluated controls  Control instances FAIL
Evaluated hosts: 12 691 4465 1204 22
Trending Last7 days v Failure by Criticality

Pass/Fail/Error ControlsiHosts

100

75

19. Mar
Top Failing Hosts
10.10.24.84
10.10.24.85
10.10.32.147
10.10.24.194

10.10.30.211

20. Mar 21. Mar 22. Mar 23. Mar 24. Mar 25. Mar

Top Failing Controls

Status of the 'Physical Memory' installed on the system
Status of the 'Audit Process Tracking' setting

Status of the "Minimum Password Age’ setting

Status of the "Audit Directory Service Access' setting

Status of the "Audit Logon Events’ policy setting

2002-2017 Sense of Se
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Preventing a deployment if
something fails.

Using Scan 1218389

Checks Failed

POST BUILD TASK : FAILURE

END OF POST BUILD TASK: O
ESCALATE FAILED POST BUILD TASK
TO JOB STATUS

Build step ‘Post build task’
changed build result to FAILURE
Finished: FAILURE

© 2002-2017 Sense of S

ecurity Pty Limited
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Verification of Hardening via Policy Scanning I

My Scorecard Report

File= Melp~

* Ensuring that prOdUCtiOn ® Quavys enterpRisE
environments are Compliance Scorecard Report R
Ver]flably hardened before My Scorecard Report

About Report Compliance Scorecard Report
depl_oyment, e R e oy
Creuted 0372672015 at 05:59:00 (GMT+0530) Address 1800 Bridge Parkway
User Nama Patrick Sammer Redwood City
ogin Name Quays_ 11 California
User Role Manager 94065

United States of Amenca

 (Can be automated to Rapon enina o 4 9 0

Tempiate Comphiance Scorecard Report Report Timetrame 021242015.03262015
3 Crticak

prevent a production "= -

Ass#t Groups Windows XP Targets,West Coast Al Windows Hosts

deployment. r— = S

Overall Compitance ‘ = Passec 3453 80%
86% - Faded 573 14N
Aczoss 3 Unique Polkies Smor s o

www.senseofsecurity.com.au © 2002-2017 Sense of Security Pty Limited Page 41



] ":».F{
{
-

<l




Core Infrastructure I

« Automation to detect any change
as it occurs

* Self Healing for API Bind with
R/W Permissions

 Cut Your Own Code (Lambda) or
use Commercial Products

* Setting policies for Best Practice
and/or PCI/ISM etc compliance




Cloud Configuration Analysis

* Dome9
» Detecting configuration issues
» Automated Fixes thru “Self Healing” of defined Mandatory Controls
» Extension to API for Deployment Mgt Jenkins

ame Description Resource Status Triggered v Actions

ide port range @ The service All Traffic ALL of DevSecOps/Sydney/vpc-e89e778d/ANY ANY (sg-dfbal5b8) is exposed to the ANY ANY Open 2017 Mar 03 17:42:12 PM

REVIEW v
entire internet
ide port range (@ The service All Traffic ALL of DevSecOps/Sydney/vpc-e89e778d/default (sg-bf995dda) is exposed to the entirdll default Open 2017 Mar 03 17:42:12 PM REVIEW
internet
\de port range (2 The service All TCP TCP-0-65535 of DevSecOps/Sydney/vpc-e89e778d/devsecans.aualvs (<e-6f00bc08) is devsecops-  Open 2017 Mar 03 17:42:12 PM pEVIEW
Wide port range (6) (] Wide port range@ The service All Traffic ALL of DevSecOps/Sydney/vpc-eB9e778d/Veracode (sg-b90ebBde) is exposed to a large  Veracode Open 2017 Mar 03 17:42:12PM REVIEW ~
Network Security Admin port exposed (0 public scope (1
Goud Accoxings Show closed aletis m Wide port range @ T*v;sew ice -’«l\l TCP TCP-0-65535 of DevSecOps/Sydney/vpc-e89e778d/SOS ANY (sg-3ab51a5d) is exposedtoa  SOS ANY Open 2017 Mar 03 17:42:12PM REVIEW
" public scope
~~~~~ ity Groups BB  wiceportrange® The service All Traffic ALL of DevSecOps/Sydney/vpc-e89e7780/S05 ANY (sg-3abS1a5d) is exposedtoapublic SOSANY — Open  2017Mar 03 17:4212PM  peview o

= scope (1
= Protected Assets

Agent Security Groups
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Visualise the VPC & View Flow Logs

Layout: 22 Compact =

@ Show VPC Flow Logs (Private Beta

prge Hide Empty SG

oMz
[ Grouping the elements based on the exposure level: DMZ vs, Internal ]
WEITR P ] .
2121802402 »
g 10150 »
) oetaut | Ranking the elements based
5070101 432 . v ‘on the amount of rejected traffic
My rackspace servers P |@ ity on » .( Canmen 86 :
( (- 2 3
(@ e (B = 2L Ohmwn |
Patrer eairaet sl P 1
A v [ Leg
!
DB servers m Show | ALL ] ACCPET | RE Show A utc | LOCAL
29.199 5 3 — op ,
1 2 2N 254 808! 4] 3] TP 40 1 /. 512
31894 8838 bs2 TCP 40 0120 20707 PM
23 oB2 DP 37 O/01/2015 12:07:07 PM -
Y
123 2 76 51208 PM
Providing a search console to drill down into ‘
081 23 21| specific instance / security group level investigation. ‘ 76 1" 15 12:08:07 PM
y 100 23 23 [+] + oP 76 5 12:09:10 PM
D82 23 23 DP 76 2:09:59 PM
09.2440.4 23 123 D82 DP 76 10/01/2015 12:09:59 PM

www.senseofsecuri

wC ® VPCEIEV13EC »
£ o8 servers
38-bde455d8 (internal)

g for RDS, MySQL and Oracle

Instances (3)

Rules (3)

Sources (2)

Targets ()




B9 Dome9 Clarity / Production / eu_west_1 / ec2 / DataBase_001

1:1 | | +| | - | | Layout: | detailed | | compact | | Group IP: |auto ?:I Hide Empty SG | | print ec2 vpc-4f334a24 E DataBase_001

) regression_test_00 g @ 59'24d5b653 [internal]
no description

)é DNS_SERVER)1 O :
® Open in Central

= : 0 No Instances
>&] Dynamic-dns °
Rules (6)
0 e All ICMP
IDS-PR
> DS-PROD = * All TCP
e SSH
0 > 0 * MySQL
SG-WEB-PROD BLOGS_001
@ o’ = — 2 « TCP 5666
« All UDP
)@ LREEROD . E @ VPN_GW 2 < l’ DataBase_PROD 0 0 Upst
@ ? | pstream (4)
Internet . » A E & Mtk Cepteno.00s ° » default

e app-test-00

> i | . ‘ :
] B SG-APP-PROD . ‘ E S st = :'J » DataBase 001
e 22

-~ ‘ @ * DataBase PROD

®c

~
Downstream (2)

> Quick_Stat 001 © « DataBase 001
* DataBase PROD

) quick-launch-00

e i
j app-test-00 g 1%7 gcou"!‘.TeQ

~
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)*G%%?Jsﬁ%fy@ Policy Compliance for Cloud Infra

Verify that all user accounts are active

EE]I NONCOMPLYING 17 RELEVANT 17 TESTED

how more

-1 Password Policy must require at least one uppercase character
-1
4 EJNONCOMPLYING 1 RELEVANT 1 TESTED
Show more
Security Policies Assessment History = PCI-DSS
Filters Results
i CLEAR
Showing 8040 Unused Security Groups E
Search a security group with no attached protected assets. PCI-DSS Section 1.1.6, 1.1.7 Removing Unused Security Groups is the expected
outcome of a 6 months firewall review and proper justification for used rules, Show less
Results B
[E] NON COMPLYING 14 RELEVANT 15 TESTED
Passed (21)
Failed (19) Id Name Region VPC Preview
sE-23309645 App2_ApplicationServers Oregan wpc-89e113ec entity
Severity ¥ sg-4f3c9629 App2_DB Oregon vpc-B9e113ec entity
High {31} sg-h50aald3 AppZ_LoadBalancers Qregon vpc-89e113ec entity
Low (8) 5g-07355f51 AppZ_Web Oregan vpe-89e113ec entity
Medium (1) sg-78d3a7le test Cregon vpc-89e113ec entity
Validation Types v
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Automated APl Amazon Configuration Scan

& C | ou (_f C h ec kl’ Card Options ~ Settings  Usors  Support Site (4 Log Off

Billing Data Checked ¥ S3 Reports Updated Y Reports Updated ¥
1 Hour Ago 3 Days Ago 2 Mours Ago

R Alerts Region M AWS Service M Event Name M user N ow i
$ Cost S; \E.:ﬂl(:w:lh'vr: Virgina) :'v?sl-’;;"'glw“ mvﬂ-mmmim uwmg:uon&au_mmfazﬂg:- :g:;:gg;s
US Weat (lorthern Cafloenia AWSDIrectConnect mmﬂ::sn:» S55uUMed-1oi01256.Tomp ROWI266.T,  10.124.39.168
£U {iretand) AWSIot: AddPormission assumed-role/37Test37 Test 10.124.47209
§ Securi Y
# CloudTral Security Cost Availability Usage Trusted Advisor
Summary (54 issues) (20 issues) (17 issues (22 issues) (25 issues)
@ D0e security Groups Inbound Rules Set To Allow Traffic From Any IP Address B EER
& AWS Config @ DB Security Groups Inbound Rules With Possible CIDR Prefix Mistake B ER
AP @ Ec2-Classic Security Groups Inbound Rules Allowing Traffic from All IPs and All Ports | @ |cf|[x

@ 76 EC2-Classic Security Groups Inbound Rules Allowing Traffic from Any IP Address O [H1][x

= @ 2 Ineffective Network ACL Deny rule oEa
¥ Permissions

§ CogWeschLogs & 16 Network ACLs Allowing All Inbound Traffic E |E|E
B Encryptic |
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)k(sse%'?fﬁ%fy Full Spectrum (Stack) Security
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Achieving Full Spectrum I

« Automation can dramatically improve security

* Make the application build success rely on the security
state of the entire stack environment.

* Don’t make it too complicated

o ﬂ‘-f'
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DevSecOps Lab - App Layer - IDE & Build

Staging
Environment

IDE amazon EC2
Production
= edlpse Environment

Continuous
Monitoring

QUALYS

VERACODE %\
aCachoi @ OWASP ZAP

Sonatype T

QUALYS'




IDE

VERACODE
Sonatype

@ OWASP ZAP

QUALYS'

amazon
webservices

|[EC2

Continuous
Monitoring

QUALYS




DevSecOps Lab - App Layer - Deploy, Stage, Prod I

IDE

amazon EC2

< eclipse

Continuous
Monitoring

@ OWASP ZAP
QUALYS

QUALYS'

VERACODE
Sonatype




IDE

VERACODE
Sonatype

@ OWASP ZAP

QUALYS'

amazon EC2

Continuous
Monitoring

QUALYS




DevSecOps Lab - Cloud & Server Infrastructure Layer

Staging
Environment

Machine
Image
Repository

Cloud
Environment

Irgrzas l Cl Build \ Continuous
oae \ Server ’ Deployment ﬁ&‘g@rﬁi‘@e’g‘JEcz
Repository

A Production
amazon g Environment
webservices J enklns

CloudFormation
Advanced Security Automation
i i i Vulnerabilit Continuous
Hardening Configuration Policy Y

Management Compliance Management Monitoring

Center for
Internet Security’




DevSecOps Lab - Cloud & Server Infrastructure Layer

Staging
Environment

Machine
Image
Repository

Cloud
Environment

Irgrzas l Cl Build \ Continuous
oae \ Server ’ Deployment ﬁ&‘g@rﬁi‘@e’g‘JEcz
Repository

A Production
amazon g Environment
webservices J enklns

CloudFormation
Advanced Security Automation
i i i Vulnerabilit Continuous
Hardening Configuration Policy Y

Management Compliance Management Monitoring

Center for
Internet Security’




Staging
Environment

Machine
Image
Repository

Cloud
Environment

Irgrzas l Cl Build \ Continuous
oae \ Server ’ Deployment ﬁ&‘g@rﬁi‘@e’g‘JEcz
Repository

=
)

Production

amazon . Environment
webservices Jenkins
CloudFormation
Advanced Security Automation
i i i Vulnerabilit Continuous
Hardening Configuration Policy Y

Management Compliance Management Monitoring

Center for
Internet Security’




DevSecOps Lab - Cloud & Server Infrastructure Layer

Staging
Environment

Machine
Image
Repository

Cloud
Environment

Irgrzas l Cl Build \ Continuous
oae \ Server ’ Deployment ﬁ&‘g@rﬁi‘@e’g‘JEcz
Repository

A Production
amazon g Environment
webservices J enklns

CloudFormation
Advanced Security Automation
i i i Vulnerabilit Continuous
Hardening Configuration Policy Y

Management Compliance Management Monitoring

Center for
Internet Security’




DevSecOps Lab - Cloud & Server Infrastructure Layer

Staging
Environment

Machine
Image
Repository

Cloud
Environment

Irgrzas l Cl Build \ Continuous
oae \ Server ’ Deployment ﬁ&‘g@rﬁi‘@e’g‘JEcz
Repository

A Production
amazon g Environment
webservices J enklns

CloudFormation
Advanced Security Automation
i i i Vulnerabilit Continuous
Hardening Configuration Policy Y

Management Compliance Management Monitoring

Center for
Internet Security’




Yes You Can Achieve StackSec!

Custom Application (157 party code, 3™ party libraries, etc.)

Application Framework (Tomcat, Nginx, Apache, etc.)

Network & OS (Linux, Windows, etc.)

Cloud Platform (Amazon RDS, S3, Lambda, etc.)

© 2002-2017 Sense of Security Pty Limited



N
s r M Thank You!

Murray Goldschmidt | Chief Operation Officer

murrayg@senseofsecurity.com.au

Security, it’s all we do. Knowledge, Experience & Trust.

Sydney Melbourne Tel. 1300 922 923 ’
Level 8, 66 King Street Level 15, 401 Docklands Drive Intl. +61 2 9290 4444
Sydney NSW 2000 Docklands VIC 3008 www.senseofsecurity.com.au @ITSecurityAU

Sense of Security Pty Ltd
ABN 14 098 237 908



