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1. Exploring Supply Chain Attack 

Vectors

2. Understanding your Customer 

Requirements

3. Improving Cyber Resilience

Agenda
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Exploring Supply Chains

Services
Product
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In/Out source

Open Source/Commercial
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Exploring Supply Chains

Software Subscription Multi-Tenant SaaS
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Managed Service Providers
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BENGALURU: Wipro, India’s fourth 
largest software exporter, said it had 
hired a forensic firm to investigate 
the cyberattack on its systems, which 
was first reported by an industry 
website. The company could be 
liable for damages if client 
information is found to be 
compromised, Wipro previously 
said in regulatory filings.

Indian information technology (IT) 
outsourcing and consulting 
giant Wipro Ltd. [NYSE:WIT] is 
investigating reports that its own IT 
systems have been hacked and are 
being used to launch attacks 
against some of the company’s 
customers

April 2019

https://www.nasdaq.com/symbol/wit
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• Privileged Access Management via established (privileged) Channel

• Concerns / Areas for Improvement / Controls

- Remote Access

• Permanent WAN / VPN Links between Supplier and Customer

• Per-use User Established VPN with MFA

- Network Access Control

• Flat Network? No isolation?

- User Access Control

• Privileged Access Management

• MFA to admin interfaces

- Logging/Monitoring/Auditability/User Activity Replay

- User Behaviour Monitoring

- IoC Analytics

- Regular (continuous) validation that controls are effective

Vector
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Software Development
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First & Third Party Code
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Third Party Components
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https://techcrunch.com/2019/01/29/flawed-software-equifax/

In the last six months of 2018, two-thirds of the Fortune 100 

companies downloaded a vulnerable version of Apache Struts.

https://techcrunch.com/2019/01/29/flawed-software-equifax/
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• Vector

- Software development includes third party components, for which the authenticity and 

security is seldom validated.

• Concerns / Areas for Improvement / Controls

- Software Acquisition Policy

- Approved Centralised Software Component Repository

- Static Code Analysis (incl Binary Code Analysis)

- Software Composition Analysis – Elegant, Automated

Third Party Code Attacks
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Need to deal with Cyber Security issues related to the Supplier 
AND the software they produce.

• Environmental

• ISMS:  Governance, Risk Mgt, Networking, Remote Access, Phishing, 
Malware, Personnel Security etc

• SDLC

• Coverage of security in the SDLC

• IDE/SAST/DAST/

• Software Composition Analysis – Open Source and Commercial S/W

Outsourced Development
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Actually ….. The same applies to Insourced Development
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Software Consumption
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Abusing the Privileged Channel
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Company A

Company A
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Supply Chain of MSP’s

18-Jul-19© Sense of Security Pty Ltd 2019 15

Tenants

Infrastructure

Company 

B

Company 

A

Network 

Services

Company 

C
Company 

D

Database 

hosting

Web 

Services
Web 

Apps



t

Abusing the Privileged Channel
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Company A
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Abusing the Privileged Channel
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Company A
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• Within the past few weeks:

- Ubuntu

• https://www.zdnet.com/article/canonical-github-account-hacked-ubuntu-source-code-safe/

- Webroot

• https://www.bleepingcomputer.com/news/security/sodinokibi-ransomware-spreads-wide-via-hacked-

msps-sites-and-spam/

- Ruby

• https://snyk.io/blog/ruby-gem-strong_password-found-to-contain-remote-code-execution-code-in-a-

malicious-version-further-strengthening-worries-of-growth-in-supply-chain-attacks/

• And the most famous to date – M.E.Doc → NotPetya

- https://blog.talosintelligence.com/2017/07/the-medoc-connection.html

Current Examples
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https://www.zdnet.com/article/canonical-github-account-hacked-ubuntu-source-code-safe/
https://www.bleepingcomputer.com/news/security/sodinokibi-ransomware-spreads-wide-via-hacked-msps-sites-and-spam/
https://snyk.io/blog/ruby-gem-strong_password-found-to-contain-remote-code-execution-code-in-a-malicious-version-further-strengthening-worries-of-growth-in-supply-chain-attacks/
https://blog.talosintelligence.com/2017/07/the-medoc-connection.html
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Nested Supply Chains – The Big Concerns
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