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I am the Co-Founder and Chief Operating Officer at 
Sense of Security, a founding member firm of 
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I hold current CISSP, IRAP and PCI QSA certifications 
and I am an active member of AISA, the AICD and 
RMIA.
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ÅContainerisation and orchestration widely deployed
ÅImplementations can be complex; considerable learning 
ŎǳǊǾŜ ǘƻ ƎŜǘ ƛǘ ǊƛƎƘǘ όŀƴŘ Ƴƻǎǘ ǇŜƻǇƭŜ ŘƻƴΩǘ L) 
ÅVarious implementation across all major cloud providers
ÅVendor Defaults are set for convenience and are never as 
secure as they should be L

Why this talk?
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Containersςthe less than 5min version

So what is it?

A container is a standard unit of software that 
packages up code and all its dependenciesso the 
application runs quickly and reliably from one 
computing environment to another.
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Containersςthe less than 5min version

https://www.docker.com/resources/what-container
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Containersςthe less than 5min version

Å"Lightweight virtual machines" is a bit of a misnomer
ÅUser-space virtualization
ÅBreaking out of a container leads to a fully-fledged operating system
ÅExtremely handy to wrap an application in a digital bubble-wrap
ÅMultiple online sources (official and unofficial) for almost any 

application/service
ÅImages can be baked and re-used (also over-ăëĿĎĊ ɚ ŬĎĎ ëŲŲëĄĿ 

surface later)
ÅContainers are ephemeral ɭno persistent changes
ÅEverything is handled in user-space

30-Sep-20 Page 7



Security considerations
ÅSupply Chain:
ÅSecurity vulnerabilities (patches + misconfigurations)
ÅProvenance?
ÅTrusted Repos?

ÅConfiguration:
ÅEmbedded sensitive data (PII) / Secrets
ÅOverly permissive process privileges (root in container)

ÅAttack Surface:
ÅUnneeded executables/functionality
ÅPoor network controls from container to host

ÅContainer breakout ĄHoly Grail
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Security considerations
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Kubernetesςthe less than 5min version

Kubernetes (K8s) is an open-source system for 
automating deployment, scaling, and 
management of containerised apps.

https://kubernetes.io/
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Kubernetesςthe less than 5min version

ÅNodes
ÅBasically the host servers that run everything else
ÅIn the old times, we called them "hypervisors"

ÅPods
ÅA group of one or more containers, and a specification 

for how to run them
ÅAlways run in a shared context
ÅEmulates an application-ŬŦĎĄĮģĮĄ ɳŁōĤĮĄëŁ ĪōŬŲɴ
ÅIn the old times, consider "an application" plus its 

immediate supporting stack
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Kubernetesςthe less than 5min version

ÅDeployments
ÅA description of a desired state of the application
ÅYou describe the state, Kubernetes makes that 

state happen
Å̂ ň ŲĪĎ ōŁĊ ŲĮŇĎŬɗ ƑĎ ĄëŁŁĎĊ ŲĪĎŬĎ ɻŦŁëƗăōōĿŬɳɗ 

either manual, or automatic (e.g., Puppet, Chef, 
Ansible)
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Kubernetesςthe less than 5min version

ÅServices
ÅAn abstract way to expose an application running on a 

set of Pods as a network service
ÅBasically used as plumbing
ÅBetween pods (e.g., front-end pods and back-end 

pods)
ÅBetween the outside world and the pods (via 

Ingresses)
ÅIn the old times, this was a mish-mash of an internal 

DNS server and limited-lifetime VMs
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Kubernetesςthe less than 5min version

ÅIngresses
ÅA way to manage external (e.g., Internet) access 

to your services
ÅCan provide load-balancing, SSL termination, 

and other features
ÅThey didn't really exist in the old times
ÅKind of like firewall rules
ÅKind of like AWS security groups
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Security considerations

ÅSecurity Vulnerabilities (patches + 
misconfigurations )
ÅWeak Access Controls
ÅWeak Authentication Mechanisms
ÅExposed Administrative Interfaces (e.g. API and 
SSH)
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Free Tip: Block 
Outbound 
Access!



Security considerations
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