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Murray Goldschmidt Executive Director, Cyber
Capability, Education & Training CCX

https://www.linkedin.com/in/murraygoldschmidt/

| am the CeFounder and Chief Operating Officer at
Sense of Security, a founding member firm of
CyberCX.

As part of the esteemed RSA Conference Learning
Lab Alumni | am frequently invited to present at
conferences, workgroups and seminars.

| hold current CISSP, IRAP and PCI QSA certifications
and | am an active member of AISA, the AICD and
RMIA.
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AymanSag)c Senior Security Consultant
aymans@-cybercx.com.au

Willem Moutong Principal Security Consultant
willemm@cybercx.com.au
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Why this talk?

AContainerisation and orchestration widely deployed

Almplementations can be complex; considerable learning
OdzNBS G2 3ISG A0 NAEIHKIG o yl

AVvarious implementation across all major cloud providers

AvVendor Defaults are set for convenience and are never as
secure as they should he

. 30-Sep20Page4
w{ CyberCX



Contalners.. s

So what is 1t?

A container Is a standard unit of software that
packages up code and all dspendencieso the
application runs quickly and reliably from one
computing environment to another.

CX




Contalners.. s

Containerized Applications

App C
App D

https://www.docker.com/resources/whatontainer
Host Operating System

CX
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https://www.docker.com/resources/what-container

CO nta.i n e rSthe less than 5min version

A"Lightweight virtual machines" is a bit of a misnomer

AUser-space virtualization

ABreaking out of a container leads to a fulhfledged operating system
AExtremely handy to wrap an application in a digital bubblevrap

AMultiple online sources (official and unofficial) for almost any
application/service

Almages can be baked and reised (alsoovera € L DC o UDD &
surface later)

AContainers are ephemeral no persistent changes
AEverything is handled in userspace
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Security considerations

ASupply Chain:
ASecurity vulnerabilities (patches + misconfigurations)
AProvenance?
ATrusted Repos?

AConfiguration:
AEmbedded sensitive data (Pll) / Secrets
AOverly permissive process privileges (root in container)

AAttack Surface:
AUnneeded executables/functionality
APoor network controls from container to host

AContainer breakoutA Holy Grail
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Security considerations

Docker » Docker : Security Vulnerabilities (Execute Code)

s Greater Than: 0 1 2 3 E 789

'E Number Mumber Ascending CW ending Mumber Of Exploits Descending

sults Download Res

CVEID CWEID #of Exploits  Vulnerability Type(s) Publish Date Update Date Score Gained Access Access

Lewvel
Exec Code 3 Mone Remote

d other produc

2014-12-18 2018-10-09 Remate

- Mone

buildin a

y crafted (1) image kerfile in an LEMA

Exec Code 2014-12-12 2014-12-15 7.5 Mone Remote

ker before 1.3.2 allows remote attackers to write to arbitrary files and execute arbitran, via & (1) symilink «

Total number of vulnerabilities : 3 Page : 1 (This Page)

aCyberCX

Complexity Authentication Conf. Integ. Avail.

Medium Mot required Complete Complete Complete

xecute a command as root within one of these

rs because of file-descriptor mishandling,

Low Mot required Complete Complete Complete

) archive, related to the chroot for archive 1.

Low Mot required Partial Partial Partial

)} hard link attack in an image archive in & (&) pull or {b) load operation.
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Kubernetes.. . s smwso

Kubernetes (K8s) is an opefsource system for
automating deployment, scaling, and
management ofcontainerised apps.

—
% R
I :
= . Node https://kubernetes.io/



https://kubernetes.io/

I How theg fit foge’chcr
u e ne eS . . command line
the less than 5min version Qdmm Fool

+— Stores all
the statel
A Nodes

\ runs on everlj node
A Basically the host servers that run everything else @

A In the old times, we called them "hypervisors" Con,m“er
A Pods M \

hb
A A group of one or more containers, and a specmcatlo dashboard

for how to run them
A Always run in a shared context ) o
A Emulates an applicationUTDA] ] A ntoH] Aét 1T oUUN

A In the old times, consider "an application" plus its
Immediate supporting stack

< cX
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Kubernetes s Hou they it teosier
the less than S5min version ommand line
er n tool +— Stores all
@ the statel
A DeplOymentS runs on E\lel’ljnOdQ
A A description of a desired state of the application “
AYou describe the state, Kubernetes makes that w
state happen dashboard

Arn U1 D otC Y| NDUd FD A@wDDC
either manual, or automatic (e.g., Puppet, Chef,
Ansible)




Kubernetes.. ... Hou they ft togter
the less than 5min version command line
admtn tool @ etcd 3 «— Stores all
) the statel
A Services . ¢ sta

\ runs on e\lel’lj node
A An abstract way to expose an application running on a @

set of Pods as a network service
A Basically used as plumbing m/\

A Between pods (e.g., frontend pods and backend dashboard
pOdS) Kube- prozs
A Between the outside world and the pods (via
Ingresses)

A In the old times, this was a mishmash of an internal
DNS server and limitedlifetime VMs

< cX



How fheﬂ fit fose’chcr'

Kubernete

Sthe less than 5min version “dm"‘ "°°‘ «— Stores all
the statel,

Alngresses -

T runs on everlj node
A A way to manage external (e.g., Internet) access @

to your services ﬂ
A Can provide loadbalancing, SSL termination, ranage’
dashboard
and other features
A They didn't really exist in the old times
AKind of like firewall rules

AKind of like AWS security groups

kube proxs




Security considerations

ASecurity Vulnerabilities (patches +

) Free Tip: Block
Outbound
AWNeak Access Controls Access!

ANeak Authentication Mechanisms

AExposed Administrative Interfaces (e.g. APl and
SSH)
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Security considerations
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